Emerging Threat:
Tuoni C2 Attack on U.S. Real-Estate Firm

How a New Modular C2 Framework Combined with Al-driven Loaders is
Reshaping Cyber Risk, and What Business Leaders Must Do Now

Overview: A Sophisticated Attack Delivered via Al-Assisted, Fileless Malware

In October 2025, Morphisec blocked a highly advanced cyberattack targeting a major U.S. real-estate company.

The adversary used the Tuoni C2 framework (a freely available, sophisticated command-and-control tool) and layered it
with modern attack techniques: in-memory execution, steganography (payloads hidden in image files), dynamic code
delegation, and signs of Al-generated loader scripts.

Key highlights:

- Initial access likely via social-engineering + The agent (TuoniAgent.dll) was reflectively loaded and
(e.g.,impersonation through Microsoft Teams) dynamically invoked via inline C# and function-pointer
triggering a malicious PowerShell one-liner. delegation, bypassing API monitoring and signature detection.

+ The payload was hidden inside aBMPimage using -+ Morphisec’s prevention platform stopped the attack before

least-significant bit (LSB) steganography, then C2 communication, exfiltration, or ransomware deployment
executed entirely in memory with no traditional occurred, demonstrating the importance of pre-execution,
drop onto disk. prevention-first capabilities.

Read the Complete Analysis

Business-Level Implications

Risk Area Business Implication

Even organizations outside “creative” or “tech” sectors (e.g., real estate) are now being targeted

Expan Attack Surf: . . }
e s e with advanced in-memory malware — threat actors expect that any business can be a vector.

Social engineering (trusted channels like Teams) + free, modular C2 framewaorks lower the

szl Tl eeiiamels o barrier for sophisticated attacks, increasing the probability of successful campaigns.

Traditional defenses (signature AV, EDR, sandboxing) are often ineffective when malicious

Alelzss bl PlRvan ises code never writes to disk and uses dynamic, Al-modified loaders.

Credential Theft - Persistence - The campaign didn’t start with encryption — it started with stealth and persistence. Credential
Ransomware theft and lateral movement create the foundation for more damaging follow-on phases.

Beyond technical recovery, the risk includes: intellectual property loss, regulatory exposure

Bt (el O e L (SOX, GDPR, SOC?2), customer trust erosion, and operational disruption.

;}J MORPHISEC © Morphisec Inc. morphisec.com



https://www.morphisec.com
https://www.morphisec.com/blog/morphisec-thwarts-russian-linked-stealc-v2-campaign-targeting-blender-users-via-malicious-blend-files/
https://www.morphisec.com/blog/morphisec-thwarts-sophisticated-tuoni-c2-attack-on-us-real-estate-firm/

Key Takeaways for CEOs, ClOs & CISOs

1. “Prevention-first” is now non-optional
Relying solely on detection triggers or alerts is inadequate when attackers employ fully memory-resident,

fileless techniques. The risk profile now demands technology that stops threats before they execute..

2. Attackers are democratizing sophisticated tools
Free, well-documented frameworks like Tuoni C2 (combined with Al-assisted loader creation) are enabling
even lower-skill threat actors to launch enterprise-level attacks. This means your risk horizon is broader and

faster than ever before.

3. Security posture must expand beyond traditional vectors
Social engineering, messaging platforms, image files, GPU workstations, design tools and cloud collaboration

are all a part of today’s threat surface. If these aren’t part of your security risk map, you have blind spots.

4. Executive leadership must treat malware as business risk
It’s not just a “security problem.” Lost credentials, undetected persistence, and hidden C2 channels can lead
to lateral movement, data theft, brand damage, operational downtime, and regulatory fines. The board and
C-suite need to understand this.

How Morphisec Addressed This Campaign

Morphisec’s platform uses patented Automated Moving Target Defense (AMTD) and deception-based techniques to

prevent execution of in-memory;, fileless attacks like this one — with no reliance on signatures or behavioral tuning.

Feature Business Value

In-memory decoy credentials & browser

N Detects early-stage theft and stops persistence before it spreads
storage mimicry

Memory-only execution prevention Blocks attacks that never touch disk and avoid traditional detection

Deterministic, pre-execution interception Prevents dwell time, lateral movement, and reduces disruption

No performance impact, no user interruption | Allows business operations to continue unhindered, enabling secure innovation
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Strategic Actions for Security Leadership

Priority

Expand the risk lens

Leadership Action

Map and monitor non-traditional endpoints and workflows: remote workers,
design/engineering apps, productivity suites, cloud collaboration, messaging.

Assume fileless first

Redesign incident-response processes and architecture with the assumption
that the attack begins in memory, not on disk.

Upgrade from detection to prevention

Evaluate security solutions that block before execution — not just after an alert
triggers.

Align business & cyber risk

Communicate how stealthy attacks tie to business impact: financial loss, brand
damage, operational downtime, regulatory exposure.

Engage the board

Requestademo a

About Morphisec

Morphisec is the trusted global leader in prevention-first Anti-Ransomware protection, redefining cybersecurity with our industry-leading Automated Moving Target Defense (AMTD)
technology. Our solutions are trusted by over 7,000 organizations to protect more than 9 million endpoints worldwide, stopping 100% of ransomware attacks at the endpoint and

Report on evolving threat vectors, such as Al-driven loaders and modular C2, and
outline how your organization is adapting.

safeguarding businesses against the most advanced and dangerous threats, including zero-day exploits and ransomware. Shrink your attack surface faster to prevent
ransomware entry. Eliminate blind spots across complex environments that attackers exploit for ransomware campaigns.

At Morphisec, we don't just fortify defenses — we proactively prevent attacks before they happen, delivering unmatched protection and peace of mind to our customers.

With our Ransomware-Free Guarantee and commitment to Preemptive Cyber Defense, we set the standard for accountability and innovation in the fight against modern cybercrime.

To learn more, visit morphisec.com
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