
Customer
Merrick Bank is a leading American financial  
institution specializing in credit card issuance,  
recreational lending, and credit programs.  
With $5.3 billion in assets and over 2.4 million  
customers, Merrick Bank finances consumers  
and marine and RV dealers across the U.S.
 
Operating from its Utah headquarters with  
350 employees and numerous branch locations 
nationwide, Merrick Bank manages a hybrid  
IT environment that includes 1,500 endpoints,  
1,100 virtual desktops (VDI), 1,000 servers, and  
various cloud deployments.
 
As a federally regulated financial institution,  
Merrick Bank complies with the Payment Card  
Industry Data Security Standard (PCI-DSS).  
The bank undergoes stringent audits,  
assessments, and security testing to meet  
compliance requirements and maintain the  
integrity of sensitive customer information.
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Company size
	 ·    395 Employees
	 ·    $650M+ in annual revenue
	 ·    $5.3B assets under management (AUM)
 
Challenges
	 ·    Gaps across security stack
	 ·    Legacy Server Vulnerabilities
	 ·    Operational Disruption Risks
	 ·    Compliance and Audit Requirements

 Solution
Morphisec Automated Moving Target Defense  
(AMTD) to preemptively stop fileless, in-memory and  
zero-day attacks before execution.
 
Results
	� 100% ransomware prevention — Zero ransomware  

incidents since deployment.
	� Red Team-Proven Security—Blocked advanced attacks  

during internal penetration testing.

	� Improved PCI-DSS Audit Scores—Helped close audit  
findings and simplify compliance reporting.

	� Protected 99% of Servers—Including legacy systems  
processing sensitive financial transactions.

	� 1-2 Hour Support Response—TAMS resolve issues  
4x faster than competing vendors.

Merrick Bank Closes Security Gaps,  
Improves Audit Scores, and Simplifies 
Compliance with Morphisec

Case Study

How a Leading U.S. Financial Institution Achieved 100% Ransomware Prevention  
and Simplified PCI-DSS Compliance
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Challenge
Merrick Bank faced mounting security pressures driven by both threat evolution and compliance  
demands. Traditional endpoint and server security tools—while effective against commodity malware— 
were insufficient against today’s advanced attack techniques.

Merrick Bank needed a solution that closed modern threat gaps, protected legacy workloads, minimized 
downtime and strengthened compliance outcomes—all while operating seamlessly within their existing 
Microsoft-centric security ecosystem.

Gaps Across the Existing  
Security Stack 

Fileless and in-memory attacks frequently  
bypassed traditional detection-based security 

solutions. Despite a mature security program, the 
bank still saw gaps where sophisticated threats 

could evade defenses, especially across high-value 
systems responsible for processing  

financial transactions.

Legacy Server Vulnerabilities 
The bank relied on a number of legacy servers crit-
ical for card data and financial processing. These 

systems could not support Microsoft  
Defender’s extensive prerequisites, leaving  

essential workloads under-protected.  
The risk of misconfiguration or incomplete  
deployment across these systems created  

significant audit exposure. 

Operational Disruption from  
Competing Tools 

Other agent-based technologies caused I/O  
slowdowns, endpoint instability, and operational  

inefficiencies. For a financial institution where 
uptime and performance directly impact customer 

experience and transaction integrity, these  
disruptions were unacceptable. 

Compliance and Audit Pressures 
Meeting PCI-DSS requirements demanded clear, 

consistent controls and verifiable  
protections. Internal and external audits  

frequently required proof of effective threat pre-
vention—especially regarding ransomware, mal-

ware and server security. Tools that created gaps 
or required excessive tuning made  

compliance unnecessarily burdensome.
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Solution
Merrick Bank deployed Morphisec’s Automated Moving Target Defense (AMTD) technology across all  
endpoints, VDI workloads, on-premises servers and cloud environments.  The solution complemented  
Microsoft Defender for Endpoint and Microsoft Defender Antivirus, delivering a preemptive layer of  
protection without taxing system performance. 

Key components of the solution included:

By closing threat gaps, stabilizing system performance and simplifying management, Morphisec instantly  
elevated Merrick Bank’s security posture across its hybrid environment.

Results
Merrick Bank realized immediate and measurable 
improvements across its security, compliance and 
operational landscape after deploying Morphisec. 
According to Richard Kirschner, Director of  
Infrastructure and Access Security, “Morphisec  
consistently closes security gaps that no other  
solution could fill. Their set-it-and-forget it  
functionality and exceptional support have  
simplified compliance, improved audit scores  
and strengthened our security posture.” 
 

With Morphisec protecting endpoints, servers, 
VDI environments and legacy systems, the bank 
eliminated ransomware incidents, stabilized critical 
infrastructure and dramatically reduced the time 
and effort required to maintain a high-security 
standard. What followed was a transformation in 
how Merrick Bank defends, managed and validates 
its hybrid environment.
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Proactive Threat 
Prevention

Morphisec neutralized fileless  
attacks, in-memory exploits,  

ransomware and zero-day threats 
before execution.  

This prevention-first security model  
eliminated post-breach detection 

cycles and ensured attack attempts 
never reached critical systems.

“Set-It-And-Forget-It”  
Deployment

Unliked tools requiring constant  
configuration updates, tuning  

and third-party support, Morphisec  
delivered a low-maintenance, highly  

stable experience. Administrators  
gained powerful protection with  

minimal ongoing overhead.

Seamless Ecosystem  
Integration

The solution effortlessly integrated 
with existing tools such as  

Microsoft Defender, Tanium and 
Nessus. Morphisec’s lightweight 
agent and non-signature-based 

design ensured no I/O interruptions 
or operational impact across  
servers, VDI and endpoints.
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See Morphisec in action
Stop ransomware with our 
Preemptive Cyber Defense Platform

Get a demo

About Morphisec
Morphisec is the trusted global leader in prevention-first Anti-Ransomware protection, redefining cybersecurity with our industry-leading 
Automated Moving Target Defense (AMTD) technology. Our solutions are trusted by over 7,000 organizations to protect more than 9 million 
endpoints worldwide, stopping 100% of ransomware attacks at the endpoint and safeguarding businesses against the most advanced and 
dangerous threats, including zero-day exploits and ransomware.
 
At Morphisec, we don’t just fortify defenses — we proactively prevent attacks before they happen, delivering unmatched protection and peace 
of mind to our customers. With our Ransomware-Free Guarantee and commitment to Preemptive Cyber Defense, we set the standard for 
accountability and innovation in the fight against modern cybercrime.
 
As a rapidly growing company, we are dedicated to empowering security professionals and organizations to adapt, protect, and defend 
against ever-evolving threats. Join us in shaping the future of cybersecurity with prevention-first strategies and unparalleled expertise.

Other notable results include:
	 Enhanced Cybersecurity Posture

		  •    �100% Ransomware Prevention: Morphisec prevented all ransomware incidents since  
deployment, securing critical data and financial transactions.

		  •    �Internal Penetration Testing Success: Merrick Bank’s red team consistently challenged  
Morphisec, and the solution blocked advanced attacks. On one occasion where a vulnerability 
was found, Morphisec patched it within a single minor release cycle.

		  •    �Legacy Server Compliance: Morphisec protected sensitive legacy servers—processing card 
data and financial transactions—without requiring extensive updates or prerequisites.

	 Operational Efficiency
		  •    �1-2 Hour Response Time: Technical Account Managers (TAMs) resolved critical issues  

within hours, ensuring minimal disruption and rapid troubleshooting.

		  •    �Set-and-Forget Simplicity: Morphisec’s intuitive UI eliminated the need for constant  
configuration, reducing administrative overhead and freeing resources for strategic initiatives.

		  •    �Reduced Downtime: Morphisec maintained endpoint and server I/O stability, ensuring  
uninterrupted operations for critical systems.

	 Improved Compliance and Audit Outcomes
		  •    �Simplified Audit Processes: Helped close internal audit findings and ensured PCI-DSS  

compliance for sensitive infrastructure.

		  •    �Improved Security Scores: The solution consistently boosted Merrick Bank’s audit scores, 
providing leadership with confidence in their security posture.

Merrick Bank plans to continue leveraging Morphisec’s evolving capabilities, including Adaptive  
Experience Management (AEM) to identify endpoint misconfigurations and improve service  
account visibility.
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