The Modern Ransomware Ecosystem

Ransomware Is a Business—Here’s How It Works

Today’s ransomware operations look less like lone-wolf hackers and more like fully staffed enterprises with supply chains,
revenue-sharing models and specialized roles that fuel an industrialized cybercrime economy.

Ransomware Operators
KEELING, AKIRA, DRAGONFORCE

Affiliates / Customers

Access Brokers
Negotiators & Extortionists

Money Flows
70-80%  20-30%

AFFILIATE EARNS OPERATOR EARNS

Services

Offered « Infrastructure hosting < Data leak site management
* Encryption tools « Customer “pressure” services
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of victims pay
but average ransom exceeds

> Ransomware has gone corporate. Defend accordingly. )
<, MORPHISEC o ) View On Demand
e Watch the CTO Future of Ransomware briefing on demand to find out how.
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https://www.morphisec.com/events/cto-briefing-the-state-of-ransomware/

